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1. INTRODUCTION 

Network a r c h i t e c t u r e s ,  such  a s  System Network A r c h i t e c t u r e  
(SNA) [I1,  have  an e n c r y p t i o n  f u n c t i o n  inc lud ing  key management a t  

t o  e n c r y p t  d 'a ta  and  k e y s .  A d a t a  e n c r y p t i n g  key is  e n c r y p t e d  
wi th  a master  key and t r a n s m i t t e d  b e f o r e  every sess ion .  However, 
" t h e  l i f e t i m e  o f  t h e  m a s t e r  key",  namely,  t h e  t ime when t h e  
master  key shou ld  be changed,  i s  not  prescr ibed .  I f  t h e  same key 
i s  used  f o r  a l o n g  t i m e ,  i t  i s  p r o b a b l e  t h a t  t h i s  s e c r e t  k e y  w i l l  
be  exposed. 

This paper  d e s c r i b e s  t h e  l i f e t i m e s  of keys. T h e  l i f e t i m e s  
a r e  t h e  o p t i m a l  k e y  c h a n g e  p e r i o d s ,  because  t h e y  r e p r e s e n t  t h e  
o p t i m a l  t ime i n t e r v a l s  b e t w e e n  key changes .  We i n v e s t i g a t e  t h e  
l i f e t i m e s  o f  k e y s  i n  two t y p e s  o f  key d i s t r b u t i o n  schemes .  One 
scheme i s  t h e  u s u a l  scheme where  t h e  d a t a  e n c r y p t i n g  key  t o  b e  
used  i n  t h e  n e x t  s e s s i o n  i s  e n c r y p t e d  w i t h  an u p p e r - l e v e l  key  
e n c r y p t i n g  k e y  a n d  t r a n s m i t t e d  t o  t h e  r e c e i v i n g  s i d e .  I n  t h e  
o t h e r  scheme t h i s  e n c r y p t e d  d a t a  e n c r y p t i n g  key i s  e n c r y p t e d  
a g a i n  w i t h  t h e  d a t a  e n c r y p t i n g  key b e i n g  used  a t  t h e  p r e s e n t  
s e s s i o n  and t r a n s m i t t e d  t o  t h e  r e c e i v i n g  s i d e ,  I n  b o t h  s c h e m e s ,  
t h e  key e n c r y p t i n g  key may be  encrypted  w i t h  more u p p e r - l e v e l  key 
enc ryp t ing  keys. I n  t h i s  paper ,  t h e  former scheme and t h e  l a t t e r  
scheme a r e  c a l l e d  SCHEME 1 and SCHEME 2 ,  r e s p e c t i v e l y .  The keys  
l i f e t i m e  i n  SCHEME 2 i s  shown t o  b e  m u c h  l o n g e r  t h a n  t h a t  i n  
SCHEME 1. 

I n  t h e  d i s c u s s i o n ,  we assume t h a t  t h e  c r y p t a t t a c k  i s  based 
on t h e  s i m p l e s t  method, namely t h e  exhaus t ive  key search.  I t  may 
be p o s s i b l e  t o  c r y p t a n a l y z e  i n  a s h o r t e r  t ime, us ing  s t a t i s t i c a l  
c h a r a c t e r i s t i c s  o f  e n c r y p t e d  d a t a  s e q u e n c e s ,  t hough  t h e r e  h a s  

a f u n c t i o n a l  l a y e r .  SNA u s e s  Data  Encrypt ion Standard ( D E S )  [ 2  1 
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been  no s u c h  DES c r y p t a n a l y s i s  r e p o r t e d  s o  f a r .  Hence, t h e  
l i f e t i m e s  o f  k e y s  desc r ibed  i n  t h i s  p a p e r  show one of  t h e  u p p e r  
bounds - 

Moreover, t h i s  p a p e r  d e a l s  w i th  DES a s  an example. However, 
i t  u t i l i z e s  o n l y  t h e  f a c t  t h a t  t h e  e f f e c t i v e  key l e n g t h  i s  56 
b i t s ,  h e n c e  t h e  d i s c u s s i o n  c a n  b e  a p p l i e d  t o  o t h e r  e n c r y p t i o n  
a lgor i thms.  

2. KEY DISTRIBUTION SCHEMES AND THEIR CRYPTANALYSIS METHODS 

Figure  1 shows two t y p e s  of  key d i s t r i b u t i o n  schemes, SCHEME 

1 and  SCHEME 2 .  I n  F i g .  1, E and  D show t h e  e n c r y p t i o n  
t r ans fo rma t ion  and t h e  d e c r y p t  i on t r ans fo rma t ion ,  r e s p e c t i v e  1 y. 
M shows a message  and  R a r e g i s t e r .  The l o w e s t  l e v e l  key ,  K1, i s  
a d a t a  e n c r y p t i n g  k e y  w h i c h  i s  c a l l e d  a work key. The s e c o n d  
l e v e l  key, K2, is used  t o  e n c r y p t  K1 f o r  d i s t r i b u t i o n ,  and so on. 
The h i g h e s t  l e v e l  k e y ,  K L ,  i s  n o t  e n c r y p t e d .  I t  i s  s e n t  v i a  a 
secure c h a n n e l  or b y  a c o u r i e r .  Key K L  i s  c a l l e d  a m a s t e r  key.  
Every key is g e n e r a t e d  randomly a t  t h e  sending s i d e .  

SELi-1, SELi-2, ..., SELO se lec t  upper l i n e s  and swi tches  SWi-1, 
SWi-2,...,SWO connec t  e a c h  d e c r y p t o r  ou tpu t  t o  upper l i n e s  i n  t h e  
f i g u r e .  Hence EK ( K ' i )  i s  m u l t i - e n c r y p t e d  w i t h  K i - 1 ,  Ki -2 ,  . 

We assume t h a t  t h e  c r y p t a n a l y s i s  method i s  based  o n  a n  

In  SCHEME 2, when K i  i s  changed t o  K i t ,  s e l e c t o r s  

* S K I -  

exhaus t ive  key s e a r c h  d e s c r i b e d  below. 

C r y p t a n a l y s i s  method f o r  SCHEME 1 

Obtain Cl'EK, (M) , C ~ ' E K ,  (K1) ,  - - CL'EK, (KL-1)  i where 
E K i ( M )  shows a n  e n c r y p t e d  message  M w i t h  key K i  and Ci a 
c iphe r  t e x t .  
Select a mas te r  key c a n d i d a t e  KCL. 

C a l c u l a t e  lower  l e v e l  key  enc ryp t ing  key cand ida te s  

and message c a n d i d a t e  MC=DKC, ( C 1 ) .  

I f  MC is t h e  r i g h t  m e s s a g e  M ,  t h e n  l e t  KL'KCL and d e c o d e  
c i p h e r  t e x t s ,  o t h e r w i s e  s e l e c t  ano the r  master key c a n d i d a t e  

KCL-~=DKC,(CL)  I KCL-Z'DKC ,--, ( C L - ~ )  I - - - , KC I = ~ K C Z ( ~ 2  
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a n d  g o  t o  3 )  

C r y p t a n a l y s i s  method f o r  SCHEME 2 

1) S e a r c h  f o r  k e y  K1 f r o m  EK ( M )  and ( p a r t i a l )  M. I f  K 1  

2) S e a r c h  f o r  k e y  K 2  from E ( K l )  and  K1. I f  K 2  is  f o u n d l  

1 
i s  found,  d e c o d e  c i p h e r  t e x t s  u n t i l ' K l  is  changed. 

K, 
d e c o d e  c i p h e r  t e x t s  u n t i l  K 2  is  changed. 

L)  S e a r c h  f o r  k e y  KL from EK ( K L - l )  and KL-l.  

found,  d e c o d e  c i p h e r  t e x t s  u n t i l  KL is changed. 
T h e r e  may b e  many K s  s a t i s f y i n g  E K ( M ) = C  when m e s s a g e  t e x t  M 

a n d  c i p h e r  C a r e  g i v e n .  H e n c e ,  i t  i s  n e c e s s a r y  to c h e c k  
EK(M' )=C '  w i t h  o t h e r  M' a n d  C ' .  I f  E K ( M ' ) # C ' ,  c o n t i n u e  to 
s e a r c h  f o r  K .  I n  t h i s  p a p e r ,  s e a r c h i n g  f o r  K f rom E K ( M )  a n d  M 
means t o  f i n d  t h e  r ea l  K. 

I f  a c r y p t a n a l y s t  s t o r e s  a l l  c i p h e r  t e x t s  i n t o  a memory, 
t h e y  c a n  a l l  b e  d e c o d e d  a f t e r  f i n d i n g  t h e  k e y s .  However ,  t h e  
t e x t s  a r e  u s u a l l y  q u i t e  o l d  when t h e  k e y s  a r e  c r y p t a n a l y z e d ,  
b e c a u s e  c r y p t a n a l y s i s  r e q u r e s  much time. Hence, w e  a s s u m e  t h a t  
t h e  c r y p t a n a l y s t  t r i e s  t o  o b t a i n  o n l i n e  r e a l - t i m e  messages.  

I f  KL i s  
L 

D i s c l o s u r e  r a t e  € L  is d e f i n e d  as 

mean i n t e r v a l  i n  which messages a r e  d i s c l o s e d  
E L  = (1) 

i n t e r v a l  i n  which K L  i s  used 

I n  g e n e r a l ,  r a t e  E L  i n c r e a s e s  a c c o r d i n g  t o  i n c r e a s e  i n  t h e  K L  
l e n g t h  . 

3 .  LIFETIMES OF X E Y S  

T h i s  s e c t i o n  r e p r e s e n t s  t h e  l i f e t i m e s  of keys a s  f u n c t i o n  
of t h e  number of k e y  l e v e l s  and t h e  d i s c l o s u r e  r a t e .  F i r s t .  t h e  
d i s c l o s u r e  r a t e s  a re  d e r i v e d .  



249 

,1 D i s c l o s u r e  r a t e  

(1) D i s c l o s u r e  r a t e  f o r  SCHEME 1 
L e t  tL b e  t h e  t i m e  when KL i s  d i s c l o s e d ,  and TL be  t h e  t i m e  

hen KL is changed.  Time tL i s  a random v a r i a b l e .  P r o b a b l i t y  
e n s i t y  f u n c t i o n  p ( t )  of d i s c l o s u r e  of KL can be expressed as, 

h 

; ( O g t l L A )  

0 ; o t h e r w i s e  , 
p ( t ) =  

r e  A i s  t h e  t o t a l  t i m e  i whi  
n v e s t i g a t e d .  I n  DES case, f o r  example,  

A=256 .7  I 

h a l l  k e y  

( 2 )  

n e e d  t o  b e  

( 3 )  

rhere 7 is t h e  t i m e  for e n c r y p t i n g  one block.  

i i s c l o s u r e  r a t e  EL i s  g i v e n  by 
Messages a r e  exposed i n  t h e  pe r iod  from time tL t o  TL, hence 

cL 
- -  - 

2L 

shere  cL is  t h e  normal ized  l i f e t i m e  of a master key K L ,  i . e . ,  

cL=TL/A. 

( 4 )  

( 2 )  D i s c l o s u r e  r a t e  f o r  SCHEME 2 
L e t  t i  b e  t h e  t i m e  when t h e  i - t h  l e v e l  key,  R i ,  is e x p o s e d  

and l e t  Ti be  t h e  t ime when K i  is  changed. 
d i s t r i b u t i o n s  a r e  shown i n  F i g .  2.  A l l  t i  a r e  cons idered  
a s  random v a r i a b l e s .  

Times  t i  and T i  
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The p r o b a b i l i t y  d e n s i t y  f u n c t i o n  of d i s c l o s u r e  of a key is 

1 -. , O L t t A  

A 

0 ; o t h e r w i s e  

p ( t ) =  

Di sc losu re  r a t e  5, i s  g i v e n  a s  

€ L  = 

+ 

+ 

t 

t 

where E 

below. 

..... 
E I ( T L - t L )  I -E [I ( T L - l - t L )  I I (7) 

shows e x p e c t a t i o n  and I is t h e  f u n c t i o n  d e f i n e d  as 

t ; t 2 o  

( O ; t < O  

I ( t ) =  ( 8 )  

The m i n u s  t e r m s  i n  Eq. ( 7 )  come f r o m  t h e  c a s e s  w h e r e  t h e  
i n t e r v a l s  (ti, T i l l s  are  c r o s s e d  e a c h  o t h e r .  

E [ I ( T - t i ) ]  is c a l c u l a t e d  a s ,  
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m i  n (T , A )  m i  n ( TI t l+A) min (T, t i- l+A) 
= -  i , d t 1  \ d t 2  ...,/ ( T - t i ) d t i  (91 

A i  t 1 ti-l 

is A is u s u a l l y  l a r g e ,  w e  assume t h a t  

T i  < A  ( i= 1,2, ... , L ) .  

Jnder t h i s  c o n d i t i o n ,  E [ I ( T - t i ) ]  i s  g i v e n  as 

(10) 

- T i + l  - 
(i+l) ! hi 

and E L  i s  g iven  a s ,  

where 

( i = 1 , 2 , .  . . L )  (13) ci = Ti/A 

co = 0 

E q u a t i o n s  ( 4 )  and ( 1 2 )  relate d i s c l o s u r e  r a t e  LL t o  t h e  
number of key l e v e l s  L and t h e  normal ized  keys l i f e t i m e s  c i .  In 
SCHEME 2 ,  i t  is d e s i r e d  t h a t  cL  b e  maximum, b e c a u s e  K L  m u s t  be 
changed manual ly .  I t  c a n  b e  d e r i v e d  t h a t  cL  i s  maximized a t  

c1=c2= . . . . CL-1’0 (151 
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and t h e  maximum cL is g i v e n  b y  

where E L  i s  c o n s i d e r e d  as  a p a r a m e t e r  (See Appendix) .  

L=2 i n  d e t a i l .  
The c1 . . . , c = - ~  i n f l u e n c e  on cL will be i n v e s t i g a t e d  when 

F i g u r e  3 shows t h e  r e l a t i o n  between €L and cL, and F i g u r e  4 

shows t h e  e f f e c t i v e n e s s  of i n c r e a s e  of  L an t h e  l i f e t ime  of key. 
We c a n  see t h a t  S C H E M E  2 i s  much s t r o n g e r  t h a n  SCHEME 1 f o r  
c r y p t a n a l y s i s .  

3.2 L i f e t i m e s  of k e y s  f o r  t h e  two l e v e l  key c r y p t o s y s t e m s  

L i f e t i m e s  c1 a n d  c 2  i n  t h e  two l e v e l  key  c r y p t o s y s t e m s  a r e  
i n v e s t i g a t e d .  T h e s e  t y p e s  o f  c r y p t o s y s t e m s  a r e  f a i r l y  o f t e n  used.  
From Eq.(12), t h e  d i s c l o s u r e  r a t e  L2 f o r  SCHEME 2 i s  r e p r e s e n t e d  
as 

€ 0  = - + ( 1 7 )  L 

2c2 

F i g u r e  5 shows t h e  r e l a t i o n s  b e t w e e n  c1 a n d  c2 f o r  some  

N o r m a l i z e d  l i f e t i m e s  o f  k e y s  c2 and c1 f o r  SCHEME 2 a r e  
v a l u e s  of  a p a r a m e t e r  E2. 

o p t i m i z e d  by  t h e  r u l e s  be low.  

1) c2 i s  maximized.  
2) c1 i s  maximized u n d e r  t h e  c o n d i t i o n  t h a t  c2 n e a r l y  e q u a l s  

i t s  maximum,i.e. ,  

c2  = 

E q u a t i o n  ( 1 8 )  c o m e s  f r o m  Eq.(16). I n  F i g u r e  5, t h e  maximum 
p o i n t s  of c1 a r e  g i v e n  as t h e  c r o s s  p o i n t s  on t h e  g r a p h  w h e r e  
c 2 e m .  T h e  l i n e  c o n n e c t i n g  t h e s e  p o i n t s  i s  g i v e n  by t h e  
e q u a t i o n  I 
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log c1 - log 10-1 = 3/2(1og c2 - 10g./6xlO-~), (19 )  

namely, 

Equation ( 1 9 )  is  g i v e n  from Fig.  5 by r u l e  of thumb. 
The l i f e t i m e s  o f  m a s t e r  k e y s  T2 a r e  shown i n  T a b l e  1, when 

D E S  is employed. 
For example,  when T=10-6 second,  t h e  master key €o r  SCHEME 1 

must  b e  changed  e v e r y  y e a r ,  t h o u g h  t h e  m a s t e r  key € o r  SCHEME 2 
has o n l y  t o  b e  changed e v e r y  56 y e a r s  t o  e s t a l i s h  
(1 h o u r / y e a r ) .  When ‘ t = l O ”  s e c o n d ,  SCHEME 1 must c h a n g e  t h e  
master key e v e r y  month , whereas  SCHEME 2 has only  t o  change t h e  
m a s t e r  key  e v e r y  5 y e a r s . T h e r e f o r e  S C H E M E 2  i s  s u p e r o r  t o  SCHEME 
1 on t h e  keys l i f e t i m e .  

4. CONCLUDING REMARKS 

The k e y s  l i f e t i m e s  n e c e s s a r y  t o  a t t a i n  a c e r t a i n  l o w  
d i s c l o s u r e  r a t e  h a v e  been  i n v e s t i g a t e d  f o r  two types  of schemes. 
D E S  i s  employed  as a n  e n c r y p t i o n  a l g o r i t h m  example.  T h i s  paper  
employs  t h e  p o o r e s t  a t t a c k ,  n a m e l y  t h e  e x h a u s t i v e  a t t a c k  as a 
c r y p t a n a l y s i s .  There  may b e  a more e f f e c t i v e  a t t ack .  As results, 
we recommend t o  a d o p t  SCHEME 2 and t o  change  t h e  m a s t e r  k e y  
‘ a t  l e a s t ’  w i t h i n  a few y e a r s .  
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APPENDIX 

The aim h e r e  is t o  show t h a t  t h e  maximum of  cL is g i v e n  by  
E q . ( 1 6 )  a t  c1=c2= . . . . = C ~ - ~ = O .  From E q .  (12), 

The r i g h t - h a n d  s i d e  o f  Eq.(Al) i s  n o n n e g a t i v e  f rom E q . ( l O )  and 
E q . ( 1 3 ) ,  w h i l e  t h e  l e f t - h a n d  s i d e  of E q . ( A l )  i s  n o n n e g a t i v e  i f  
and o n l y  i f  

Hence t h e  maximum of cL i s  ( ( L + l ) ! . t L ) l / L .  when cL i s  t h e  
maximum, 

CL'( (L+l) ! *  EL+ , (A3 1 

C l r c 2 ,  . . . . ,cL-l a r e  a l l  z e r o ,  b e c a u s e  t h e  r i g h t - h a n d  s i d e  of  
E q . ( A l )  i s  z e r o  and  c i - l  d o e s  n o t  e q u a l  i+l from Eq.( lO) and  
( 1 3 )  - 
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MESSAGE 
DISCLOSURE 
INTERVAL 

I 
0 T1 t2 T2 . . . * *  t L - 1  T L - ~  tL TL 

ti: t ime when Xi is found  

Ti: t ime when K i  is changed 

Figure 2 .  T i m e s  t .  and T .  d i s t r i b u t i o n  
1 1 
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Figcre 4 .  Relation be tween  CL a n d  L 
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Table 1. Lifetimes of master k e y s  for 
2-level key c ryp tosys t ems  

56 0 56 5.6 

17 8 17.8 1.78 

56 5.6 204 ( d )  

17.8 1.70 6 4  

5.6 204 (d )  20.4 

1.78 64 6.4 

a) Lifetime of master key T2 for SCHE-hLE 1 

b) Lifetime of master key T 2  f o r  SCHEME 2 

L E n c e y p t i n g  Time T I  I Cryptana ly  Rat1\ si s I 


