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Abstract  

We present new results on the cryptanalysis of the FEAL-N blockcipher. As a 
matter of fact, almost a l l  the attacks of this cryptosystem published so far 
are chosen plaintext attacks [3,4.5,7], except the announcement in 171 of a 
non-differential known plaintext attack of FEAL-4 which requires about 
100000 plaintext blocks. We describe known plaintezt attacks of FEAL-4 and 
FEAL-6, which require about 1000 and 20000 plaintext blocks respectively and 
are based on correlations with linear functions. Using similar methods, we 
have also round more recently an improved attack on FEAL-4, which requires 
only 200 knwon plaintext blocks. 

1 The FEAL-N cryptosystem 

FEAL-N is an N-round blockcipher  proposed by [1.2]. The s tandard  vers ion 
FEAL-8 is w e l l  s u i t e d  f o r  a f a s t  sof tware execut ion.  So f a r ,  chosen 
p l a i n t e x t  a t t a c k s  of FEAL-4 [3,4]  and FEAL-8 [5] and chosen p l a i n t e x t  
a t t a c k s  t h a t  break FEAL-N f a s t e r  than an exhaust ive search  f o r  any N < 31 
[71 have been published. [7] conta ins  a l s o  some bounds on t h e  extension of 
d i f f e r e n t i a l  a t t a c k s  t o  known p l a i n t e x t  a t t a c k s ,  and t h e  announcement of a 
n o n - d i f f e r e n t i a l  known p l a i n t e x t  a t t a c k  on FFAL-4, which requi res  about 
100000 p l a i n t e x t  blocks. 

I n  t h i s  paper w e  p resent  known p l a i n t e x t  a t t a c k s  o f  FEAL-4 and FEAL-6. These 
attaws are s c a n s t i c a l  i n  na ture .  and r e q u i r e  a l i m i t e d  number Of 

c i p h e r t e x t  blocks and the  corresponding p l a i n t e x t  (about 1000 blocks f o r  the 
a t t a c k  of FEAL-I) descr ibed h e r e ,  about 200 blocks for an improved a t t a c k  of 
FEAL-4, and about 20000 blocks for the  a t t a c k  of  FWL-6). There are no 
p a r t i c u l a r  c o n s t r a i n t s  on t h e  p l a i n t e x t .  
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We are us ing  t h e  fo l lowing  n o t a t i o n s  : 

I - I f  X r e p r e s e n t s  a 32 -b i t  word (x , ' ,  x 3 0 ,  .... x o ) ,  X, is t h e  b y t e  
(x3' ,x3,, , . . . .x2, , ) ;  X, is  by te  ( x ~ ~ ,  x2,,, . . , x i 6 ) ,  e t c ;  we a l s o  write : 
x = 

r ep resen t s  t h e  

t h e  

(X0. x,. x,, X3): 
- I f  X and Y are two b ina ry  s t r i n g s  o f  equa l  l e n g t h ,  X@Y 
b i t w i s e  xor between X and Y ;  
- If B r e p r e s e n t s  t h e  by te  (b7 , b, , b, , b4 , b3 ,  b2 , b, , b, 
(b5,b,,b3,b2,b,.b,.b7,b6) i s  denoted by ROTZ(B); 
( b 6 ,  b, , b,, , b, , b, , b, ,b, , 0 )  i s  denoted by SH1 (B) ; 

, t he  by te  
the  by te  

- If -B, and 0, are two b y t e s ,  t h e  by te  B l +  E, r e p r e s e n t s  t h e  sum modulo 256 
of  the numbers r ep resen ted  by B, and B, ,  u s ing  t h e  usua l  b ina ry  convention 
( l o w  weight b i t  r i g h t ) .  We a l s o  d e f i n e  t h e  t e r n a r y  ope ra to r  SBOX : 
SBOX(B,,B,,E) = ROTZ(B,+B,+E) where E E {O,l}. 

The FFAL-N algori thm can be d iv ided  i n  two components : t h e  key schedule  and 
t h e  d a t a  randomizer. 

We do no t  need h e r e  t o  cons ide r  t he  d e t a i l  of  t h e  key schedule  : l e t  us  Only 
s a y  t h a t  t h e  key schedule  t ransforms t h e  @ + - b i t  secret key i n t o  an expanded 
key composed of t h e  2N+16 by tes  K D , K l ,  ..., K 2 N + 1 5  ' 

The d a t a  randomization can be s p l i t  i n t o  t h e  t h r e e  fol lowing s t e p s  : 

The i n i t i a l  s tep 
We 
word (Xo .XI ) def ined  by : 

start with a 64 -b i t  word (Io.  1') as inpu t .  Then w e  compute a new & - b i t  

The main s t e p  
The 64-bi t  word (Xo,X') is  taken a s  t h e  i n p u t  to an N round F e i s t e l  scheme. 
Rounds are numbered from 0 t o  N - 1 .  A t  round i ,  a new 32-bi t  word X'" is 
produced, given by t h e  equa t ion  : 

where : 

Y, = SBOX(X,Q X,Q K,, , X,O XjO K , , + ,  , 1). 
Yo = SBOX(X,, Y, , O ) ,  
Y, = SBOX(Y,, X2@ X 3 0  K,,+, , 0). 
Y, = SBOX(Y,. X,. 1) 
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The funct ion f ,  is one t o  one and depends only on the two expanded key bytes 
Kzi . In  the  ( u s u a l )  64-bi t  representa t ion  of  the  Feistel  scheme, 
the  output  of round i i s  t h e  64 b i t  word ( X ' *  , Xi" ) ; 

and K , , + ,  

The f i n a l  s tep  

The 64-bi t  word 
c i p h e r t e x t  block (0' .O' ) i s  def ined by : 

( X N ,  X"') i s  taken a s  input  t o  the  f i n a l  s t e p .  The 64-bi t  

2 P r i n c i p l e  of the  a t t a c k  

Our a t t a c k  is a s t a t i s t i c a l  v a r i a n t  of the  w e l l  known "meet i n  t h e  middle" 
method. I t  i s  based on two kinds of r e l a t i o n s  : 

(1) It  uses  some key-independent statist ics which involve the  p l a i n t e x t  and 
an in te rmedia te  block of  the FEAL-N d a t a  randomizer ( say  t h e  block XN-'. 
which appears as an i n p u t  t o  t h e  las t  round of  t h e  F e i s t e l  scheme). 

( 2 )  I n  a d d i t i o n ,  the  deciphering algorithm provides  a key-dependent r e l a t i o n  
between t h i s  in te rmedia te  block and the  c i p h e r t e x t .  

An exhaust ive search  f o r  the value opt imizing t h e  agreement between the a 
p r i o r i  expected s ta t i s t ics  (1) and the  statist ics deduced from the 
c i p h e r t e x t  ( 2 )  provides  the  p a r t  of t h e  expanded key involved i n  ( 2 ) .  The 
knowledge of t h i s  p a r t  of  the  expanded key can be genera l ly  used for  the 
d e r i v a t i o n  of  an a d d i t i o n a l  p a r t  of t h e  expanded key, based on f u r t h e r  
statistics of the  form (1). e t c . . .  A f u l l  a t t a c k  c o n s i s t s  of t h e  s tepwise 
d e r i v a t i o n  of  the  e n t i r e  expanded key. 

The main d i f f i c u l t y  of such an a t t a c k  i s  (l), i . e .  f ind ing  key-independent 
s t a t i s t i c s .  In  order  t o  obta in  such s t a t i s t i c s ,  our a t t a c k  u s e s  ex tens ive ly  
t h e  fact t h a t  i n  CO.2551 considered as an 8-dimensional vec tor  space over 
GF(2) t h e  SBOX opera tor  is  near ly  l i n e a r .  

3 A l i n e a r  approximation of the FEAL S-boxes. 

We must f i n d  a good l i n e a r  approximation of t h e  S-box opera tor .  Also w e  must 
find a good approximation of the two fol lowing opera t ions  i n  C0.2551 : 

- a d d i t i o n  : ( B . B ' )  - ( B + B ' )  mod 256 
- addi t ion  and successor  : ( B , B ' )  H (B+E'+l) mod 256 
We are l e d  t o  study t h e  addi t ion  i n  N. 
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1 For n E [N', f n  deno tes  t h e  fo l lowing  boolean f u n c t i o n  : 

( 0 , 1 ) 2 " f 2  - (0.1) 
( X n  I . .  . . .xo , Y n  1 . .  . . . y o )  - 2" 

where z n r l  Z , Z , - ~  . . . . zo  is t h e  b i n a r y  r e p r e s e n t a t i o n  o f  t h e  sum i n  [N of t h e  
two numbers x and y r ep resen ted  by X , X , - ~ .  .. .xo and Y , Y , _ ~  +...Yo 
r e s p e c t i v e l y .  

Pmposi t ion  

For eve ry  n E IN a b e s t  l i n e a r  approximation of f n  i s  t h e  f u n c t i o n  f n  

d e f i n e d  by : 

% 

(0,1}2"** -p {0,1} 
( X " ,  ..... X0.Y,, ...., Y o )  - xn (3 X n w l  @ Y" 

I 
" 1  

d ( f ,  , f , )  = - 2 2 n + 2  (1) 4 '  and 

Proof 
We first s ta te  ( i) .  Our proof is b a s i c a l l y  t h e  same as t h e  one con ta ined  i n  
[ 8 ] .  where (i) and similar r e l a t i o n s  are mentioned. On R = (0 ,1}2n'2equipped 
wi th  t h e  uniform p r o b a b i l i t y  we d e f i n e  t h e  boolean random v a r i a b l e  c,, ( I S S n )  
of a sample (x, ,...., x o ; y  " , . . . . . y o )  as t h e  left c a r r y  g e n e r a t e d  by add ing  
t h e  numbers xk.l .... xo and y k - L  .... yo.  For instance c l ( l ; l ) = l  and c , ( l ; O ) = O .  
We also d e f i n e  t h e  random v a r i a b l e  c,=O. 

Pr(x.y) E n I ~ , , ( X ~ Y ) * ~ , ( X . Y ) }  
u 

= Prn {xnQ yn@ c,, s xn@ X . - ~ O  y n }  
Prn {xn- ,=1  A cn=O} + Prn { X " - ~ = O  A cn=1}  
P r n { X n - l = l  A y,-,=O A C ~ - ~ = O )  

= 
= 

+ Prfl{xn,.l=O A y , _ , = l  A C " - ~ = I }  

+ P m  {x, 
= P r ~ ( x n - l = l ) . P r n { y , - l = O } . P r ~ { c n _ l = O }  

= O l  . PrQ I Y n  - =I }.  P m  { cn - =I} 
( w e  are u s i n g  t h e  f a c t  t h a t  f o r  E .  E ' ,  E "  E {0,1} t h e  e v e n t s  

{x 

= 5. ( P r n { c n - l =  O} + P r n { c n - l =  I}) = 

=E} , {y, - , =E ' } and { c,, - =E 'I} are independent)  
1 - l  1 

Thus (i) is proved.  

" 
The fact  t h a t  f n  is a b e s t  l i n e a r  approximation of fn  is a 
consequence o f  ( i ) .  Let L be any a f f i n e  boolean f u n c t i o n  on {0 .1 }2" '2  

o t h e r  t han  f n .  We have : 
u 

1 
2 

N 

d ( f n . L )  = - . Z Z n t 2  (ii) 
From (i) (ii) and t h e  triangular i n e q u a l i t y  : 
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M w 

d ( f , ,  L )  2 d ( f , ,  f , )  + d ( f , .  L )  w e  deduce : 
1 
4 d ( f , L )  2 - . 2 2 " ' 2  Q.E.D. 

A 

Note : of course the  funct ion f n  def ined i n  rep lac ing  x , - ~  by Y , , - ~  i n  the 

expression of f n  i s  also a b e s t  l i n e a r  approximation of f n .  

N 

The above propos i t ion  suggests  the  fol lowing l i n e a r  approximation for  the 
a d d i t i o n  : 

B + B '  N B 0 B '  0 SHl(B') (a )  
( f o r  each of t h e  8 b i t  pos i t ions  i n  a byte .  t h e  e q u a l i t y  between t h e  b'it at 
t h e  l e f t  and t h e  b i t  a t  t h e  r i g h t  of  N holds with a p r o b a b i l i t y  of at  least 
0.75 ) .  S i m i l a r l y  w e  a r e  led  t o  the following approximation for t h e  addi t ion  
and successor  operat ion : 

B + 8 '  + 1 N B 0 B' Q SHl(B') @ 1 ( b )  

Our a t t a c k  uses  a keyless  l i n e a r  approximation of t h e  encrypt ion scheme 
obtained by omi t t ing  t h e  expanded key and by rep lac ing  t h e  S-boxes with 
t h e i r  l i n e a r  approximation der ived from (a )  and ( b ) .  If X" denotes  one Of 

t h e  in te rmedia te  v a r i a b l e s  of  
obtained by rep lac ing  t h e  

approximation w i l l  be denoted 

4 The a t t a c k  of FEAL-4 

4.1  S t a t i s t i c s  

The a t t a c k  of FEAL-4 uses  
in te rmedia te  v a r i a b l e  X3 and 
r e l a t i o n  between the by te s  X; 

the  encrypt ion scheme, the  corresponding value 
encrypt ion scheme with its keyless  l i n e a r  

J1 

by x . 

key-independent s t a t i s t i c s  which involve the 
the  p l a i n t e x t .  The following diagram shows the 
and X; and t h e  bytes  Xi, XA and Xi. 
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b i t  number 
0 

1 
2 

3 

5 
6 

4 

7 

I n  
w e  o b t a i n  the  r e l a t i o n  : 

u s i n g  t h e  e x p l i c i t  exp res s ion  of t h e  l e f t  S-box So i n  t h e  above diagram, 

Xz Q XA = ROT2 (X: + (X: 0 Xi ) ) .  
Now by u s i n g  t h e  l i n e a r  approximation o f  t h e  a d d i t i o n  of S e c t i o n  3 w e  
o b t a i n  : 

We ca l l  cp t h e  f u n c t i o n  d e f i n e d  by : 

We can restate t h e  above r e l a t i o n  : 

Xi Q Xh = ROTZ(X; 0 X: @ Xi @ S€il(X: 0 X:)). 

q(X" ) = X: 0 ROT2 (X; 0 SH1 (X; ) ) . 

cp(X3) = ROT2(X:) 0 cp(X'j ( R )  

ave rage  value 

0.578 
0.580 
0.667 
0.413 

0.434 
0.377 

0.373 

0 * 572 i 

2 W1 J 
We s t u d i e d  t h e  s ta t is t ics  of t h e  b y t e  c p ( X 3 )  0 ROT2(Xo) 0 cp(X ) ,  where X, and 
-1 

X l i n e a r  approximations of X,' and X' o b t a i n e d  as exp la ined  i n  
S e c t i o n  3. These s t a t i s t i c s  are summarized i n  Tab le  1 .  They are 
key-independent,  i . e .  fo r  each b i t  p o s i t i o n  t h e  a b s o l u t e  va lue  of t h e  
d e v i a t i o n  from 0.5 is independent  of t h e  key,  They are non uniform and 
e x p r e s s  a c o r r e l a t i o n  between a f u n c t i o n  of X3 ( t h e  term cp(X3)) and a 
f u n c t i o n  of t h e  p l a i n t e x t  ( t h e  two las t  terms), so they  are of t h e  d e s i r e d  
form. 

are k e y l e s s  

Table 1 : S t a t i s t i c s  o b t a i n e d  wi th  10000 b locks .  
Only t h e  a b s o l u t e  v a l u e  of t h e  d e v i a t i o n  from 0.5 is s i g n i f i c a n t .  

4.2 D e r i v a t i o n  of t h e  expanded key 

The r e l a t i o n  between t h e  b y t e s  Xi and X: (which are needed fo r  computing t h e  

e x p r e s s i o n  q(X3 ) 0 ROT2(X, ) @ cp(X ) ) and t h e  64 -b i t  c i p h e r t e x t  block (0' .O' ) 
is i l l u s t r a t e d  i n  t h e  diagram h e r e a f t e r  : 

2 -1 
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This  diagram shows t h a t  X: and X: can be c a l c u l a t e d  up to t h e  unknown 
c o n s t a n t s  K I 6  and K , 7  u s i n g  only t h e  t h r e e  unknown combinations 
B, , B, and B j  . A more c a r e f u l  a n a l y s i s  shows t h a t  q ( X 3  ) can be c a l c u l a t e d  up 
t o  an unknown c o n s t a n t  b y t e  u s i n g  on ly  t h e  7 l owes t  weight b i t s  of 
8 , .  8, and B, and t h e  b i t  B , [ 7 ]  Q B,[7] .  i . e .  22 unknown k e y b i t s .  

The procedure f o r  t e s t i n g  a va lue  o f  t h e  22 unknown b i t s  is t h e  fo l lowing  : 

- f o r  each p l a i n t e x t  block w e  c a l c u l a t e  ROTZ(X,) 0 q ( X  ) .  This  is done only 
once ; 
- f o r  each c i p h e r t e x t  sample we c a l c u l a t e  c p ( X 3 )  up t o  a cons t an t .  u s ing  t h e  
assumed v a l u e  of t h e  22 k e y b i t s ;  
- w e  a s s i g n  t o  t h a t  22 k e y b i t s  va lue  a " c r i t e r i o n  value" : t h e  sum of t h e  
a b s o l u t e  v a l u e s  o f  t h e  d e v i a t i o n  from 0.5 of t h e  average o f  each b i t  of t he  

b y t e  q ( X 3 )  Q ROT2(X0) 0 c p ( X  ) ( t h i s  b y t e  i s  c a l c u l a t e d  up t o  an unknown 
c o n s t a n t  which h a s  no e f f e c t  on the  c r i t e r i o n  v a l u e ) .  

3 -1 

-2 J 

We s e l e c t  the va iue  of t h e  22 k e y b i t s  f o r  which t h a t  c r i t e r i o n  value is 
maximal. I n  f a c t  i f  t h e  22 k e y b i t s  va lue  is n o t  t h e  c o r r e c t  one,  t h e  
c a l c u l a t e d  (p(X3\ has no sense  and each b i t  of t h e  s t u d i e d  by te  has  an 
average va lue  c l o s e  t o  0 . 5 .  

Experiments prove t h a t  t h i s  test l e a d s  t o  t h e  c o r r e c t  va lue  of t h e  22 
k e y b i t s  with on ly  1000 p l a i n t e x t  blocks and t h e  co r re spond ing  c i p h e r t e x t  ( w e  
ob ta ined  some good r e s u l t s  even with on ly  300 b l o c k s ) .  I n  o r d e r  to improve 
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the  computation t i m e .  w e  searched appropr ia te ly  s e l e c t e d  p a r t s  of t h e  
keybi t s  f i r s t .  With t h i s  improved method, only an h a l f  of  hour computing 
t i m e  o f  a SUN4 workstationwas needed for d e r i v i n g  t h e  c o r r e c t  22 keybi t s  
from 1000 blocks. 

Once the  f i r s t  22 unknown keybi t s  have been der ived,  new key-independent 
s t a t i s t i c s  must be  used f o r  d e r i v i n g  f u r t h e r  unknown keybi t s .  This process 
is q u i t e  similar t o  the  d e r i v a t i o n  of t h e  expanded key i n  the  chosen 
p l a i n t e x t  a t t a c k  of [5]. We r e s t r i c t e d  o u r  experiments t o  t h e  beginning of 
t h e  d e r i v a t i o n ,  but  t h e r e  is no s u b s t a n t i a l  d i f f i c u l t y  i n  continuing t h i s  
der iva t ion .  

5 The a t t a c k  of FEAL-6 

5.1 S t a t i s t i c s  
We must now f i n d  key-independent s t a t i s t i c s  which involve t h e  intermediate  
v a r i a b l e  X5 . 

x: 

I I 1  I I I 1  I I l l  
x: t 0)im: 

XI x: x: x: 

I 
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I n  t h e  previous Sec t ion  w e  have used the  approximate r e l a t i o n  : 

For t h e  a t t a c k  of FWL-6 w e  are using another  similar approximate r e l a t i o n .  
Ins tead  of cp i t  involves  a new funct ion denoted by c. which is  defined by : 

We have the  following approximate r e l a t i o n  : 
ROT2(X:'l) e @ ( X i )  @ c ( X " ~ )  

We 
s t r i c t l y  equal  : 

For t h e  o ther  b i t  p o s i t i o n s ,  the  c o r r e l a t i o n s  expressed by (3) are very low. 

ROTZ(X;") cp (X"') @ cp(X')  (R) 

*(XI) = XA Q X:@ ROTZ(SHI(X:)) Q Xi 

(91) 
can prove t h a t  t h e  b i t s  number 2 of the  le f t ;  and r i g h t  bytes  of (3) a r e  

ROTZ(X:" ) [2 ]  = + ( X ' ) [ 2 ]  0 c(X'**)[Z] 

From t h e  r e l a t i o n s  : 
ROT2(Xf) N q ~ ( X 3 )  @ + ( X I )  and 
ROTZ(X; ) TZ( ~ ( x 3 )  a ~ l ( x 5 )  

w e  deduce : 

We s t u d i e d  the  statistics of  t h e  byte  : 
ROTZ(X:) Q @(XI) N ROTZ(X; )  0 *(X5) 

r.2 -1 & 5 
R O T Z ( X , )  0 +(X ) Q R O T 2 ( X , )  0 @(X ) 

-2 -1 

where XI and X ca lcu la ted  from the  

p l a i n t e x t  a s  explained i n  Sect ion 3 and X, is an approximation of X, which 
i s  der ived from X5 and the  c ipher tex t  by us ing  a keyless  approximation of 

t h e  decrypt ion scheme. We are using X, ins tead  of X: (which would have given 
b e t t e r  s t a t i s t i c s )  i n  order  t o  restrict t h e  number o f  unknown keybytes 
involved i n  the  c a l c u l a t i o n  of  the  above expression t o  only four unknown 
combinations B, , 8, , B, and B, (which a r e  def ined i n  the  above diagram). 

are keyless  approximations of  X: and X1 
A 4 - 

+ 

The obtained s ta t i s t ics  are given i n  Table 2. They are key independent. i . e .  
f o r  each b i t  p o s i t i o n  t h e  absolu te  value of the  d e v i a t i o n  from 0.5 is 
independent of the  key. The b i t  number 2 d i f f e r s  s t rongly  from 0.5. 

b i t  number average value 
0.498 
0.499 
0.624 
0.493 
0.497 
0.501 

0.499 
0.496 

Table 2 : S t a t i s t i c s  obtained with 100000 blocks 
Only t h e  absolu te  values  of the  devia t ions  from 0.5 are s i g n i f i c a n t  
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5.2 Derivat ion of the  expanded key 

The a t t a c k  method is s i m i l a r  t o  the  one used f o r  FEAL-4. We show the very 
beginning of the  a t t a c k ,  i .e.  t h e  procedure f o r  the  test of a value of 
Bland B, (more p r e c i s e l y  f o r  the test of t h e  7 lowest weight b i t s  of 
8, and B,and of t h e  b i t  B1[7]OB,[7], i . e .  15 b i t s )  : 

..J -1 

- f o r  each p l a i n t e x t  block we c a l c u l a t e  ROTZ(X,) and @(X ) . This is done 
once only; 
- f o r  each c ipher tex t  block w e  c a l c u l a t e  Xz and X: up t o  the unknown 
cons tan ts  We c a l c u l a t e  then approximate values 
of X: and X: from X:, X: and t h e  c ipher tex t  , using a keyless  l i n e a r  
approximation of  the  l e f t  and r i g h t  S-boxes i n  the  f i r s t  round of the 

decrypt ion scheme. We a l s o  c a l c u l a t e  X from the  obtained approximate value 
of X5 and the  c i p h e r t e x t ,  us ing  a keyless  l i n e a r  approximation of t h e  second 
round of t h e  decryption scheme ( a l l  the c a l c u l a t i o n s  are represented i n  the  
diagram of Sect ion 5 . 1 ) ;  
- w e  assign t o  Bi and B, a c r i t e r i o n  value : t h e  absolu te  value of the  
average devia t ion  from 0.5 of the obtained approximate value of  the  b i t  

ROT2(X1)[21 @ $(X ) [ 2 ]  Q ROT2(X1)[2] 0 $(X5)[2] . 
We f i n a l l y  select the va lue  of  the 15 unknown b i t s  f o r  which the c r i t e r i o n  
va lue  is maximal. 

K,, and K,, ,us ing  8, and B, . 

- 4  - 

2 -1 d 

The experiments of t h i s  a t t a c k  made with 20000 p l a i n t e x t  blocks and t h e  
corresponding c ipher tex t  l e d  t o  t h e  c o r r e c t  value of the  15 keybi ts .  The 
d e r i v a t i o n  of these  15 b i t s  took approximately 10 hours computation time on 
a SUN4 workstation ( u s i n g  a non optimised Pascal  program). We did  not  
experiment the  whole cont inua t ion  of the  der iva t ion  of the  expanded key, but 
t h e r e  i s  no s u b s t a n t i a l  d i f f i c u l t y  i n  cont inuing t h e  der iva t ion .  

P a r t i a l  experiments of a s i m i l a r  a t t a c k  based on t h e  funct ion 'p of Sec t ion  4 
showed t h a t  i t  should be p o s s i b l e  t o  reduce the  number of  blocks required t o  
a few thousands, a t  the  expense of increas ing  t h e  number of  unknown keybi t s  
i n  t h e  f irst  s t e p  of t h e  a t t a c k .  This o ther  a t t a c k  requi res  an exhaustive 
search  of the  four bytes  B, , B, , B3 m d  B,with 3000 blocks: i t s  f u l l  test 
was not  within the  reach of our  computer. 

6 Improved r e s u l t s  on m L - 4  

The above a t t a c k  on FEAL-6 suggested us  an improvement t o  the  FEXL-4 a t t a c k  
descr ibed i n  Sect ion 4 .  The new a t t a c k  is e n t i r e l y  based on t h e  approximate 
r e l a t i o n  (%), as f o r  the  FEAL-6 a t t a c k .  It requi res  about 200 p l a i n t e x t  
blocks.  According to  our experiments, the  d e r i v a t i o n  of  t h e  f i r s t  12 unknown 
k e y b i t s  takes  20 seconds on a SUN4 workstation. Our estimate of the  time 
requi red  f o r  the e n t i r e  key d e r i v a t i o n  is a few minutes. 
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7 Conclusion 

The a t t a c k s  presented here  a r e  an example of  the use of c o r r e l a t i o n s  with 
l i n e a r  funct ions f o r  t h e  c ryptana lys i s  of blockciphers .  They belong. 
toge ther  with the  d i f f e r e n t i a l  a t t a c k s  C4.5.6.71. to  a broader family Of 

s t a t i s t i c a l  a t tacks .  They u s e  approximate r e l a t i o n s  i n  the  same way as 
d i f f e r e n t i a l  c ryptana lys i s  u s e s  c a r a c t e r i s t i c s  [6]. The r e l a t i o n s  (R) and 
(3) are similar t o  e i g h t  one-round c a r a c t e r i s t i c s  each (one fo r  each 
b i t  p o s i t i o n ) .  and the s t a t i s t i c s  used f o r  the  a t t a c k  of  FEAL-4 and FEAL-6 
are similar t o  2-rounds c a r a c t e r i s t i c s  and 4-rounds caracteristics 
respec t ive ly .  A known p l a i n t e x t  a t t a c k  of the  s tandard vers ion  FEAL-8 'would 
r e q u i r e  an e f f i c i e n t  6-rounds approximate r e l a t i o n .  We do not  know whether 
such r e l a t i o n s  can be found. 
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