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Abs t rac t :  
i n t roduced  by J.J. Cade, which i s  based on so lv ing 
equat ions over  f i n i t e  f i e l d s .  

A c r y p t a n a l y s i s  i s  given o f  a cryptosystem 

I n  1985 J.J. Cade [l] i n t roduced  a new public-key cryptosystem. 

system i s  a pub l i c -key  c i p h e r  i n  which each block i s  a s t r i n g  o f  n b ina ry  d i g i t s  o r  

equ iva len t l y  an element o f  t h e  f i n i t e  f i e l d  IF 

system n must be a m u l t i p l e  o f  3, say n = 3c. 

The Cade c ryp to -  

Because o f  the design o f  t h e  
2n* 

The blocks are enciphered by a 

permutation of IF induced by a polynomial P E IF ,[XI of the fo l l ow ing  form, 
2" 2 

P ( X )  = POOX 2 + Ploxq+l + Pllx2q + p20x q2+1 + p21x q2+q + p22 x2q2 

where q = 2' and p oo,o.e,p22 E IF ,[XI. 
pub1 ic-key. 

The s i x  c o e f f i c i e n t s  poo ,... yp22 a re  t h e  
9 

The t rapdoor  i n f o r m a t i o n  i s  a decomposition 

3 
P (x )  I S o M o T(x)  mod (xq - x). (1) 

S and T are both l i n e a r i z e d  polynomials, 

S(x)  = box + blxq + b2xqL , 

where aoY.*.,b2 E IF 

S and T are l i n e a r  mappings o f  IF 3 ,  considered as a vector space over IF and a re  

a re  the  p r i v a t e  key. 
9 

9 a 
both chosen t o  be i n v e r t i b l e .  
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r-1 i 

s=o 9 
polynomial L(x) = 1 dixq E IF ,[XI t o  be i n v e r t i b l e  i s  t h a t  det A f 0,  where 

A =  

In the  Cade c ipher  we have q = 2‘ and r = 3. 

over IF 

group, which i s  isomorphic t o  t h e  general l i n e a r  group of nonsingular r by r 

matrices w i t h  e n t r i e s  i n  IF 

We note t h a t  P(x) i n  (1) i s  obtained mod ( x q  -x). 

decomposition algorithms f o r  f ind ing  the secre t  composition f a c t o r s  S, M and T a r e  

not appl icable .  

because ( q t l ,  q -1) = 1 f o r  q = 2‘. 

P - l  = T-’ o M-’ o S - l  i s  easy t o  ca lcu la te  i f  one knows the pr iva te  key. 

The s e t  of l inear ized  polynomials 
r 

forms a group unde r  composition mod (xq - x ) ,  cal led the Betti-Mathieu 
q 

see [3] f o r  d e t a i l s  on l inear ized  polnomials. 
q’ 3 

Therefore polynomial 

M is  the spec ia l  monomial M(x) = xqtl which i s  i n v e r t i b l e  
3 T ,  M and S are  easy t o  inver t  and so 

We now give  a method f o r  f ind ing  the pr iva te  key ao, ..., b2 i n  terms o f  t h e  

P22’ pub1 i c  key poo, .  . . , 
From (1) we have 

3 
P o T-’(x) 2 S o M ( x )  mod ( x q  -x) 

-1 . Because T i s  a l i n e a r i z e d  polynomial T wil l  have the same form as  T. 

q2 T-’(x) = a0x + alxq + a2x 

where 

a. = 

al = 

a2 = 

2 
+ a: a l ) / A  , 

a:” + a:a2)/A , 

( 2 )  

In f a c t  

( 3 )  
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2 2 2 q +q+l  + ,9 + q + l  + aq +q+l  
1 2 and A = a. 

2 2 2 
+ aoaqa$ + a2 + a: ala; . 

1 We may then c a l c u l a t e  P o T- ( x ) .  

coef f ic ien ts  of t h e s e  terms w i t h  those i n  (2)  y i e l d s  the following equations: 

T h i s  has s i x  terms and comparison of the 

2 
+ p21a; a; + P10a;a2 = 0 . 

2 Now i f  we r a i s e  the second and t h i r d  equations of ( 5 )  t o  t h e  powers q 

respec t ive ly  and p u t  a = ao, 3 = a;, y = a; then we obtain 

and q 
2 

1 2 2 2 
P 00 a + Pl lS  + P22Y + P l p B  .+ F2f' + P21BY = 0 9 
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If  one o f  a, 5 o r  y i s  zero then the equations are easy t o  solve. T h i s  can 

be detected a p r f o r i ,  e.g. i f  y = 0 then necessar i ly  

Thus assume aBy t 0. 

y = 1. 

Because t h e  equations i n  (6 )  are homgeneous we may assume 

2 Using two of t h e  equations i n  (6 )  t o  e l im ina te  the a term we o b t a i n  

(7)  
2 a(c16 + c2) + C ~ B  + c4e + c5 = o 

f o r  some cl, m,. ,c5 E F 

If c1 = c2 = 0 then  we have a quadra t i c  equation for  3. 

solved by t r e a t i n g  t h i s  case as an a f f i n e  polynomial and use o f  the method described 

i n  [4, p.1031, o r  a l t e r n a t i v e l y  use the  method of Exercise 4.44 i n  [4, p.1611. 

q3' 
Such an equation can be 

Otherwise we may s u b s t i t u t e  f o r  a i n  one o f  the equations i n  (6)  and so o b t a i n  

a q u a r t i c  equat ion f o r  6. 

described i n  Chen [Z]. 

bo,bl,b2 r e s p e c t i v e l y .  

A q u a r t i c  equation over F may be solved by the  method 

Equations (3)  and (4) then g ive the values o f  ao,al,a2 and 
Zn 

We understand f rom t h e  o r i g i n a t o r  o f  the Cade cipher t h a t  S. Berkov i ts  has 

developed an a l t e r n a t i v e  method o f  breaking the cipher. 

c ipher  has been presented a t  CRYPT0 86. 
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