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Abstract. Gemmell arid Naor proposed a new prdocol for the autheii- 
t,ication of long rriessages which was b a s d  o n  block codes and which used 
a t.ransmission channel k times. This rniiltiroiind authentication makes 
it possible to limit the key size indepertderttly of the message length. 
We propose a new attack and show t h a t  t,he probability analysis made 
by Gernrnell and Naor, which was only based on the minimum distance 
property of the codes, does not hold for our attack. Considering also the 
impersonation attack we conclude tha t  t,hc number of rounds have to  be 
odd. 

1 Introduction 

T h e  first t reatment ,  of codes t1ia.t detect, deception was given by Gi lber t ,  
MacWilliariis and Sloane [l]. The use of universal hashing for authent icat ion 
codes ( A-codes) wi thout  secrecy, so called Cart,esian A-codes, was first described 
in [2]. The general authent,icatiori problem was formulated in information theo- 
retic t e r m s  by Siriiinons [3]. Many constructmioris and bounds  have bee11 derived 
for C h r k s i a n  A-codes [4] [5], [ii], [7] and it, is possible to construct such codes, 
which a r e  close t,o t h e  theoretical bouiids. Ifowever d l  these constructions only 
deal wit,li single transmissiori a.uthent,ica,t,ion. Geiiirriell and Na.or [9] proposed a 
rriultiple round aut,hentication prot,ocol. Let t j  deriot,e the message length, H ( K )  
t8he key cnt,ropy and Ps the proba.hility for n successful subst i tut ion att,ack. For 
single round (:artesian autheiit,icatiori code> it, was shown that [4] 

(1) 
1 1 
ps P3 

H(1i) ~ l o g ( n ) + 2 l o g ( - )  -loglog(-). 

T h e  Geinmell  aiid Naor k-round prot,ocol oht,nins: 

( 2 )  
I H ( I < )  x log(”-l’(r2) + 51og(-) 

PS 

and Gcmmell and Naor proved the existencr of a k-round protocol such t h a t  

(3)  
1 N ( I < )  M log+1)(71) + 210g(E). 
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Hence i t  would he possible to limit, t,he key size independent,ly of' the message 
length by using muIt8iround authent,ica.tion. We will start  with describing the 
essential p r o p d i e s  of the protocol suggest,ed by (.kininell and N aor. Section 3 
and 4 consist of an  analysis of the described scheme. We first bring to atjt,entiori 
an impersonatioii altack when t.he 11111mbrr of rouiids is even. Next we describe 
a subst,itution att'ack. Finally we give ail example of the proposed subst>it,ut,ion 
att,ack for a construction based oil H.S-cocics. 

2 The Gemmell and Naor protocol 

We assurne two part,icipant,s A and B, who want to corrimunicat,e over an insecure 
channel where an opponent 0 may  intmduce a new message mi (impersonation 
attack) or substitcute message nzj sent by A or I3 for m(j (suhst,it,ution at,tack). 
Here nij denotes the message sent, by A or B in the j-th round. The first, mes- 
sage nzo is the information message and t,he rest of t,he messages only "check 
i~iessages" in the protocol. Hence t,hc general goal for t,lw opponent is to send an 
own message rno or to suhst,itutc for a t,ransmitted one. However in his atteiiipts 
to succeed with this purpose he may Inanipulate the "check messages" as  well. 
A and B share a, scxret informatmion, i.e.,  t.lie key, unknown to the opponent,. 

In the Gemmell and ,Naor protocol: 

t,he error correcting code used in t.he j-th roiind. 
the codeword corresponding to message m when using the code C ' j  

the i-th code symbol o f t h e  codeword C j ( m ) .  
a Cartesian A-code. 
the authentication t<ag corresponding to message 711 when using 
the code C". 
concatenation of st.ring x and y. 
as defined in [9]. 

I 

Fzgure 1: Multarauitd authenticnlaon f o r k  = 5 
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Assume we will use a k-round protocol arid t,hat,: Cj : (0 , l ) "  -i G F ( & ~ ) " J  is a 
code with propcrties: 

( i l  Q j  L p 
(ii) 

2"1-1 

The miiiiniurri distance d3 of L'J sat.isfies: d j  2 nj - n j p / 2 k - 2 - j .  

The slightly rriodified(see hclnw) Ckmmell-Naor protocol may be described as 
follows: 

(i)  A sends message mo = m, j = 0. 
(i i)  j = j + 1, B receives message 7725-, and chooses a random number 

ij , I 5 ij 5 n j  , B sends message nij = ij o c!, (rng-l) .  
(iii) If j = lc - 2 t,hen step vi). 
(iv) j = j + 1, A rcctives message t ? L $ - l  and chooses a random number 

i j ,  15 i j  5 nj .  B sends message rriJ = ij o C ' ~ , ( ~ Z ~ - ~ ) .  
(v) if j = k - 2 then step (vi), else back to step ii). 
(vi) If Ic is even(odd) A(R) receives message m.(i = m.k-2 and iise a Cartesian 

A-code with P, 5 p, to transmit m k - 1  = Cn(m;-2).  

We have changed the  last step (vi) from the protocol in [9], by letting A(H) just 
send the authentic,atiori tag for the last, message mi. This is possible because 
B(A) alrea,dy knows the message to be authenticated. It is also important to 
notice that it is not possible for the opponent to freely choose the substitution 
message in the last step and that, that  this decreases the restrictioiis on the 

For t>he protocol described above Gemnirll and Naor stated the following: 
A-cod e . 

Proposition1 (Gemmc?ll-Naor). Let  p bc the p a r a m e t e r  a s  zt appears  L I L  [g]. 
Then 

whcre Pq 2s the  probabalily of a succthsful s?ibsiitutaon a t t a c k  

3 An impersonation attack 

First, we will bring to attenttion an irnpersonat,ion attack for the case k. is even. 
Consider first the two round protocol(k = 2): 

(i) 0 sends anolher message nzo = r n .  
(ii) B receives message 7 7 ) ~  arid uses a Chrtesian A-code to  tra.nsmit rril = 

(iii) 0 absorbs Ihe message sent by 13. 
CA (??Z()), 

This case may easy be generalised to higher order even round proloco1 just 
letting 0 act like A. 
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Prnposition2. PVlicn thc  nunibti ( ~ f  r o u n d s  as t i i t n ,  f o r  t h e  z i n p ~ r s o n ~ t t o n  at- 
t a c k  above we have 

I$  = I ,  ( 5 )  
w h e w  PI zs t h e  prvbabzlz ty  of n 5uccissfuI tnipersvnat ion a t t u c k  

Proof A never receiveb the last iiie 

never will be caught 

Rcrnarlc For k odd, 0 surcrcds IIJ :IIJ impersonatioii attack if hiid only if h e  
3uccessfully aiitheriticates tlte last messagr sent by R But, by tlrr tlrfiiiitiori of 
the A-code the prohabihty foi this rveiit 5 J)s 

In the sequel wc w i l l  assume k to b e  odd and we deal only with the substi- 
lution attacks 

gc,? I e , the authentication tag H ~ i i c e  0 

4 A substitution attack 

Fiyurc L! 'rht a t t a c k  N ~ P ~ Z E  

We will consider a specific substitution attack on the system above 111 the 
case k 2 5 The  attach ic; described by the scheme above 

( I )  A sends ari arbitrary message mo over the charinel 
(11) The  opponent receives the message rno  and chooses a raridoiii iiuniher 

7;, 1 5 2'1 5 111 and sends rn; = 1'1 o C':, (mo) to A 
( i i i )  

( iv )  

A receives the message ni{ and chooses a random number i 2 .  1 5 i2 5 
TI:! and sends 7712 = i 2  o C,'t!L(,rni) over the channel. 
The opponent, receives m w a g e  nzz from A arid now siibst,itutes t,he 

message n-ro for 7 7 4  and sends this to B. 
13 receives message rnb arid chooses a ra.ndoiri number i l ,  1 5 i l  5 ~1 
and sends in1 = i l  o C : , ( 7 r t h )  ovrr tjlie channel. 

(v) 
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(vi) 'The opponent receives the message 1711 from B arid just absorbs it and 
sends message In; = 171)~ to B 

Propositioii 3: For the attack scherrie a b o w  

where 

(See Figure 2 ) .  

Proof. Clearly if for one particular i l  that H might choose wc have 

t,hen 

mZ / .  = ~ i ~ o ~ : ~ ~ ~ ( m ~ ) = i ~ 0 ~ ~ ~ ~ ( 1 1 ~ ~ ) = ~ ~ 1 ~  

aiid a.ddiiig t8he fact t,hat the opponent kiioivs i? before sending m.b and thal l3 
chooses i l  a t  raridom the result follou~s. 

This result, differs from (4) giveii by Gemmell and N a m  and hence when k 2 5 
this must he taken into account wlieii const,ruct,irig the codes in the protocol. 
We will now coiist,ruct, an  cxaiiiple t!liat, will i l l ~ s t r a t ~ e  the coriseqiiences of this 
result,. 

5 Example 

Beforr describing an example of the (;-N protocol wv rrcall some simplc fact.; 
on Rrrd-Solomon codes (RS-codes) [a] Wc L l w  the polynoniial description of 
Rs-coclcb ah it appeared in the originnl paper hy Reed and Solomori Denote by 
G'F'(Q) thc Gal015 field with Q element ('oiivder the polyrioinial P ( r )  of degree 
at most k - 1 over ( : F ( & ) ,  i r , 

P = {P(L),???() -k ?'t?[L -k + l l L k - l . r k - ' ,  711, E C:F(Q)} ( 7 )  

Let CY E C ; P  (Q) be d priniiti\c. root 7 ' 1 ~  RS-code (7 over ( ; F ( Q )  IS now obtained 
as the sct of Q tuplrs 

(' = {("(a), P ( a ) ,  P ( n 2 ) x  P( l ) ) ,  {ye)  € P} 

It 1s a code with k information syiribols (ovcr ( : F ( Q ) )  and blocklength Q We 
see that  rach codeword c a u  b~ regarded 
onto the &-tuple ( P ( O ) ,  P ( N ) ,  !'(a'), U( I ) )  Let P(n i )  denote the image of 

tlir k-tuple ?7( = ( n L o ,  ml, 
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i n .  1 e C(7n) = (P(O) ,  P(cr),  P(rr') , P (  I ) )  115 we already have be~i:  we need 
for tlie protoroi riot t h c  wliole cotlvnortl but only OW of it's fJ coordinates We 
will use the iriclpping 

( i ( 1 7 1 )  = p ( Y ) , T  E C;F(Q)  (8) 

F ind ly  wc recall that  tlie miniiniiiii distance tl of the code c' sati5firs 

We now describc ail example of 1 . 1 1 ~ .  G - N  protocol for k = 5 .  Thus, see T 'g  ( 1 w e  
2,  we need two codes C1 a n d  C"'. We will show that we can give a const,ructiori 
t,liat, gives a prot,ocol for which P$ = I usiiig the suhst,it,ution a t tack  described 
in Section 3 . 2 .  

We begin with setting up t81ie protocol by chosing the codes2 C" ant1 C:'. 
Let y be a power of 2 and d = q / 2 .  'l'hc code C 2  is chosen to bc ari RS-code 
over GF(Qa) ,Qz  = q', with  kz = 21. Hence it lias hlock length n p  = q 2  and 
distance d2 = y2 - 21 = y2 - q .  Tlie code C1 is chosen to be an RS-code over 
Gb'(Ql) ,Ql  = Q;,  wit,h k~ = y2 ' - ' .  Herice it, has block length 111 = y2' and 
dist>ance dl = q2' - (1'I-l = q Y (  1 - l / q ) .  Tlir coordinates of the c.odewords of C' 
are obtained by evaluat>ing a polynoiiiial, associated with the q"-l t,uple m over 
Gk'(Q1) as specified by (8). Similar we obtain the codewords of C2 by evaluating 
a polynoniia,l associated with the 21 t.iiple over G F ( Q a ) .  

Recall that) 7n0 const,itutes the acl,ual information message that A waiils to 
send l o  H. The second message 7111 consists of the index i l  chosen by B (of size 
log 01) and t>hc coordinate of the corresponding codeword from C1 selected by 
this index. Thus m1 has size 2logQl = 41logq. Similary, t,he t,hird message rn,2 

consists of the index i 2  chosen by A and the correspondirig coordinate. It has  
size 2 log Qz  = 4 log: 4 .  'I'hus we SPP t,liat, the original message is "reduced" as 
illustmted below 

i n 1  : t 

Now recall froni t,lie definition of t,lw G - N  protocol property (ii) that' ni - 
n,ipi = d i ,  hence we have 

Actually we need also C3 arid C'" b u t  these are irrelevant for our attack 
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and hence according to proposition 1. (4) (Claim!) we would have for the prob-
ability of a successful attack in the two first rounds

P> = Pi + P2 - V\Vi < %/<]•

However let the received message in the first round be m-i = [i? o (^ (mj) ] . For
simplicity define

a = i\, ft — «2, and c = C?2(rn\)

i.e. n»2 = [/? o c]. The attack given in Section 4 succeeds if C'^(rni) = C^m^).

Now write

mo = mo,o,mo,i, ...,m0 92i-i_,, m0|j <E GF(Qi),

mi = m i , o , m u , . . . , m i i 2 i - i , m i j €GF(Q2}.

Thus C^mo) = mOjo + »n0,io + mo,2a2 + r- m0i?2i-i_1o;'J - 1 .

We have a G GF(QX) and C^(m0) G GF(Qi) and since GF(Qi) is an ex-
tension field of GF(Q2),a and C^(mo) may be represented as a /-tuple over
GF(Q2),

Now recall that a consists of the first / coordinates of mi and C}x(mQ) of the
second batch of the 1 coordinates, i.e.,

ft = ao,Q'i, ..., ai-i = 'mi.o, roi.i, ..., m^f- 1,

Thus for the whole mi given by
nil = [a o C'a(rno)] = m i | 0 , m j , i , . . . , m l i ( _ j , ?« , ; , m 1 ] ( + 1 , . . . . r r j ^ v ^ i w e g e t t h a t

Suppose now that we choose to replace message mo by m'o = c(/?')"1, — (/?')-1, 0,
0, ...,0. Note that ct/?')"1, - I /? ' )" 1 are elements of the small field G'F(Q2).Then

Thus for nij we get

m, = [a, C^m'o)] = a0, a, , .... a,_i, (f^(m'0))0, (C^m^))! , . . . , (Ci(m'0)),_i =

= ft(1,ai,...1a,_,,(c(/9')-1-(/3')-ltt)()<-(^)-1«i,...,-(/9')-1tt,_i,

where we used the fact that ( c ( , ^ ) - 1 - ( ^ ' ) ~ 1 ^ ) I : = -(p1)'1^ for i = 1,2, . . . , / - l .
(recall tha t both c(/?i)~! and -(/"31)""1 are elements of GF(Q2)). Hence

C}[mx) - 00 + ai/3 + ft-j//2 + h a,_i/^'" l +
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and independent,ly of thc  index (Y chosen by U ,  t,hc subsl.it>ut,ion att,ack will 
succeed, i.e., P, = 1. 

6 Conclusion 

M't. have analysed the (knitiiell aiid Naor ~iiultiroiincl protocol We have qhown 
that the number of rounds have to be an  odd nurribei Furthermore we have 
givcn a touriter examplc to the ( ' l a m  by Geminell and Naor for llie probability 
of successful substitutioii a t t ack  
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