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Abstract. We provide the first construction of a hash function into
ordinary elliptic curves that is indifferentiable from a random oracle,
based on Icart’s deterministic encoding from Crypto 2009. While almost
as efficient as Icart’s encoding, this hash function can be plugged into
any cryptosystem that requires hashing into elliptic curves, while not
compromising proofs of security in the random oracle model.

We also describe a more general (but less efficient) construction that
works for a large class of encodings into elliptic curves, for example the
Shallue-Woestijne-Ulas (SWU) algorithm. Finally we describe the first
deterministic encoding algorithm into elliptic curves in characteristic 3.

1 Introduction

Hashing into Elliptic Curves. Many elliptic curve cryptosystems require to
hash into an elliptic curve. For example in the Boneh-Franklin IBE scheme [4],
the public-key for identity id € {0,1}* is a point Q;q = Hi(id) on the curve.
This is also the case in many other pairing-based cryptosystems including IBE
and HIBE schemes [IIT7/I8], signature and identity-based signature schemes
[BBI6IT2/27] and identity-based signcryption schemes [SI21].

Hashing into elliptic curves is also required for some passwords based authen-
tication protocols, for instance the SPEKE (Simple Password Exponential Key
Exchange) [20] and the PAK (Password Authenticated Key exchange) [9], and
also for discrete-log based signature schemes such as [I3] when instantiated over
an elliptic curve. In all those previous cryptosystems, security is proven when the
hash function is seen as a random oracle into the curve. However, it remains to
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determine which hashing algorithm should be used, and whether it is reasonable
to see it as a random oracle.

In [4], Boneh and Franklin use a particular supersingular elliptic curve E for
which, in addition to the pairing operation, there exists a one-to-one mapping
f from the base field E, to E(F,). This enables to hash using Hi(m) = f(h(m))
where h is a classical hash function from {0,1}* to F,. The authors show that
their IBE scheme remains secure when A is seen as a random oracle into F, (in-
stead of Hy being seen as a random oracle into E(E,)). However, when no pairing
operation is required (as in [9IT3I20]), it is more efficient to use ordinary elliptic
curves, since supersingular curves require much larger security parameters (due
to the MOV attack [23]).

For hashing into an ordinary elliptic curve, the classical approach is inherently
probabilistic: one can first compute an integer hash value z = h(m) and then
determine whether x is the abscissa of a point on the elliptic curve:

v =a3+ar+0b

otherwise one can try x + 1 and so on. Using this approach the number of
operations required to hash a message m depends on m, which can lead to a
timing attack (see [7]). To avoid this attack, one can determine whether x + i
is the abscissa of a point, for all i between 0 < i < k, and use for example the
smallest such ; here k is a security parameter that gives an error probability of
roughly 2%, However, this leads to a very lengthy hash computation.

The first algorithm to generate elliptic curve points in deterministic polyno-
mial time was published in ANTS 2006 by Shallue and Woestijne [25]. The algo-
rithm has running time O(log® p) for any p, and O(log® p) when p = 3 (mod 4).
The rational maps in [25] were later simplified and generalized to hyper-elliptic
curves by Ulas in [26]; we refer to this algorithm as the Shallue-Woestijne-Ulas
(SWU) algorithm. Letting f : F, — E(F,) be the function defined by SWU, one
can then hash in deterministic polynomial time using H(m) = f(h(m)) where h
is any hash function into F,.

Another deterministic hash algorithm for ordinary elliptic curves was recently
published by Icart in [I9]. The algorithm works for p = 2 (mod 3), with com-
plexity (9(10g3 p). Given any elliptic curve E defined over E,, Icart defines a
function f that is an algebraic function from F, into the curve. As previously
given any hash function h into E,, one can use H(m) = f(h(m)) to hash into
E(F,). As shown in [I9], H is one-way if h is one-way.

The Random Oracle Model (ROM). Many cryptosystems based on elliptic
curves have been proven secure in the random oracle model, see for example
[BIABESQIT2ITIT82021127]. In the random oracle model [2], the hash func-
tion is replaced by a publicly accessible random function (the random oracle);
the adversary cannot compute the hash function by himself but instead he must
query the random oracle. Obviously, a proof in the random oracle model is not
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fully satisfactory, because such a proof does not imply that the scheme will
remain secure when the random oracle is replaced by a concrete hash function.
Numerous papers have shown artificial schemes that are provably secure in the
ROM but completely insecure when the RO is instantiated with any function
family (see [11]). Despite these separation results, a proof in the ROM is believed
to indicate that there are no structural flaws in the design of the system, and
that no flaw will suddenly appear when a “well designed” hash function is used
instead.

For a cryptosystem that requires a hash function H into an ordinary elliptic
curve (such as [920]), one possibility could be to use H(m) = f(h(m)) where
f is either Icart or SWU’s function and h is a hash function into F,. However
we know that neither Icart nor SWU’s function generate all the points of E;
for example, Icart’s function covers only ~ 5/8 of the points [I5/16]; moreover
it is easy to see that the distribution of f(h(m)) is not uniform in Imf. There-
fore the current proofs in the random oracle model for H do not guarantee the
security of the resulting scheme when H(m) = f(h(m)) is used instead (even
if h is assumed to be ideal). In other words, even if a proof in the random
oracle for H can indicate that there are no structural flaws in the design of
the cryptosystem, using H(m) = f(h(m)) could introduce a flaw that would
make the resulting cryptosystem completely insecure (we give an example in

Section [B1)).

Our Results. We provide the first construction of a hash function H into
ordinary elliptic curves with the property that any cryptosystem proven secure
assuming H is a random oracle remains secure when our construction is plugged
instead (still assuming that the underlying h is a random oracle). For this we use
the indifferentiability framework of Maurer et al. [22]. As shown in [14], when
a construction H is indifferentiable from a random oracle, such a construction
can then replace a random oracle in any cryptosystem, and the resulting scheme
remains secure in the random oracle model for h.

Since the output of Icart and SWU functions only covers a fraction of the
elliptic curve points, we cannot use the construction H(m) = f(h(m)) for indif-
ferentiable hashing. Our main result is to show that for Icart’s function f, we
can use the following alternative construction which is almost as efficient:

H(m) := f(hi(m)) + f(ha(m))

where h1, hy are two hash functions into [,, and + denotes elliptic curve addition.
Therefore H(m) can be used in any cryptosystem provably secure with random
oracle into elliptic curves, and the resulting cryptosystem remains secure in the
random oracle model for hy and hs.

However the proof involves somewhat technical tools from algebraic geome-
try, and it is not so simple to adapt to other encodings such as the SWU algo-
rithm. Therefore we describe a more general (but less efficient) construction that
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applies to a large class of encoding functions satisfying a few simple axioms.
Those encodings include Icart’s function, the SWU algorithm, new deterministic
encodings in characteristic 3, etc. More precisely, given an elliptic curve F
defined over [, whose group of points is cyclic of order N with generator G, our
general construction is as follows:

H(m) = f(hi(m)) + ha(m)G

where hy : {0,1}* — F, and hy : {0,1}* — Zy are two hash functions, and f is
SWU or Icart’s function. We show that H(m) is indifferentiable from a random
oracle when h; and hg are seen as random oracles. Intuitively, the term ho(m)G
plays the role of a one-time pad; this ensures that H(m) can behave as a random
oracle even though f(hi(m)) does not reach all the points in E. Note that one
could not use H(m) = ha(m)G only since in this case the discrete logarithm of
H(m) would be known, which would make most protocols insecure

We also show how to extend the two previous constructions to hashing into
the subgroup of an elliptic curve (with cyclic or non-cyclic group) and to hash-
functions into strings (rather than [F,). We also describe a slightly more efficient
variant of the SWU algorithm when p = 3 (mod 4). Finally, we describe the
first deterministic encoding algorithm into elliptic curves in characteristic 3.
We summarize in Table [I] the known hashing algorithms into ordinary elliptic
curves.

2 Preliminaries

2.1 Icart’s Function

Consider an elliptic curve E over a finite field F,;, with ¢ odd and congruent to
2 mod 3, with equation:
V?=X%+aX +b

Icart’s function is defined in [19] as the map f,, : F, — E(F,) such that f, 5(u) =
(z,y) where:

T = v2—b—U6 1/3—|—U2 =uxr +v U—SG_U4
- 27 3 v= ~ 6u

for u # 0, and f,,(0) = O, the neutral element of the elliptic curve. When ¢ = 2
(mod 3) we have that x — 23 is a bijection in F, so cube roots are uniquely
defined with /3 = £(2¢=1/3_ We recall the following properties of fap:

Lemma 1 (Icart). The function fop is computable in deterministic polynomial
time. For any point w € fqop(F,), the set f(;g (w) is computable in polynomial

time and #f;bl(w) < 4. Moreover q/4 < # fap(F;) < q.

! For example in Boneh-Franklin IBE one could then decrypt any ciphertext.
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Table 1. Known deterministic hashing algorithms into ordinary elliptic curves with
discriminant A # 0. We denote by @ the set of quadratic residues. In char 2 we denote
by n the extension degree.

char(K) normal form discriminant A encoding condition
Icart [19] p=2 (mod 3)
SW [25] -
2_ .3 _ 3 2
#2,3 y =z"4+axr+b 16(4a” + 27b%) SWU [26] _
SWU, Sec.[M p=3 (mod 4)
2 _ 3 2 Icart [19] odd n
2 Yy +rxy=a"+ax"+b b SW [23] -
Sec. BT Ae@
3 v =a+az?+0b —a’b Sec. AdQ
Sec. —

2.2 Indifferentiability
We recall the notion of indifferentiability introduced by Maurer et al. in [22].

Definition 1 (Indifferentiability [22]). A Turing machine C' with oracle ac-
cess to an ideal primitive h is said to be (tp,ts,qp,)-indifferentiable from an
ideal primitive H if there exists a simulator S with oracle access to H and run-
ning in time at most tg, such that for any distinguisher D running in time at
most tp and making at most qp queries, it holds that:

’Pr {Dchvh _ 1} —Pr {DHvSH - 1” <e

C" is said to be indifferentiable from H if € is a negligible function of the security
parameter k, for polynomially bounded qp, tp and tg.

It is shown in [22] that the indifferentiability notion is the “right” notion for
substituting one ideal primitive by a construction based on another ideal prim-
itive. That is, if the construction C” is indifferentiable from an ideal primitive
H, then C" can replace H in any cryptosystem, and the resulting cryptosystem
is at least as secure in the h model as in the H model; see [22] or [14] for a proof.

Foh h H S
“\\ AN Y R4
D 0/1

Fig. 1. The indifferentiability notion, illustrated with construction C* = Foh for some
function F', and random oracles h and H
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3 Admissible Encodings and Indifferentiability

Our goal is to construct a hash function into elliptic curves that is indifferentiable
from a random oracle. First, we introduce our new notion of admissible encoding.
It can be seen as a generalization of the definition used in [4].

Definition 2 (Admissible Encoding). A function F': S — R between finite
sets is an e-admissible encoding if it satisfies the following properties:

1. Computable: F is computable in deterministic polynomial time.

2. Regular: for s wuniformly distributed in S, the distribution of F(s) is e-
statistically indistinguishable from the uniform distribution in R.

3. Samplable: there is an efficient randomized algorithm T such that for any
r € R, I(r) induces a distribution that is e-statistically indistinguishable
from the uniform distribution in F~1(r).

F' is an admissible encoding if € is a negligible function of the security parameter.

The following theorem shows that if F': S — R is an admissible encoding, then
the hash function H : {0,1}* — R with:

is indifferentiable from a random oracle into R when h : {0,1}* — S is seen as a
random oracle. This shows that the construction H(m) = F(h(m)) can replace
a random oracle into R, and the resulting scheme remains secure in the random
oracle model for h.

Theorem 1. Let F' : S — R be an e-admissible encoding. The construction
H(m) = F(h(m)) is (tp, ts, qp,&’)-indifferentiable from a random oracle, in the
random oracle model for h : {0,1}* — S, with ¢’ = 4qpe and ts = 2qp - t1,
where ty is the maximum running time of F'’s sampling algorithm.

Proof. We first describe our simulator; then we prove the indistinguishability
property. As illustrated in Figure[I] the simulator must simulate random oracle
h to the distinguisher D, and the simulator has oracle access to random oracle
H. It maintains a list L of previously answered queries. Our simulator is based
on sampling algorithm Z from F'.

Simulator S:
Input: m € {0,1}"
Output: s € S

1. If (m, s) € L, then return s

2. Query H(m) =r and let s — Z(r)
3. Append (m,s) to L and return s.

We must show that the systems (C”, h) and (H,SH) are indistinguishable. We
consider a distinguisher making at most qp queries. Without loss of generality,
we can assume that the distinguisher makes all queries to h(m) (or S¥) for
which there was a query to C"(m) (or H(m)), and conversely; this gives a total
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of at most 2gqp queries. We can then describe the full interaction between the
distinguisher and the system as a sequence of triples:

View = (mi, Siy Ti)lgngq

where s; = h(m;) (or SH(m;)) and r; = C"(m;) (or H(m;)). Without loss of
generality we assume that the m;’s are distinct.

In system (C", h) we have that s; = h(m;). Therefore the s;’s are uniformly
and independently distributed in S. Moreover we have r; = C"(m;) = F(s;) for
all 4.

In system (H,S™) we have that r; = H(m;). Therefore the r;’s are uniformly
and independently distributed in R. Moreover we have s; = Z(r;) for all 5. The
proof of the following Lemma is given in the full version of the paper [10]:

Lemma 2. For r uniformly distributed in R, the distribution of s = Z(r) is
2e-statistically indistinguishable from the uniform distribution in S.

This implies that in system (H,S¥) the distribution of s; = Z(r;) is 2e-
indistinguishable from the uniform distribution in S. Moreover from the defi-
nition of algorithm Z we have that r; = F(s;) except if s; = L. Therefore, the
statistical distance between View in system (C" h) and View in system (H,S)
is at most 4gpe. This concludes the proof of Theorem [II a

4 Our Main Construction

Let E be an elliptic curve over a finite field I, with ¢ = 2 (mod 3). Let f : F, —
E(F,) denote Icart’s function to E. It is easy to see that Icart’s function f is
not an admissible encoding into E since as mentioned previously, the image of
f comprises only a fraction of the elliptic curve points. Therefore we cannot use
the construction H(m) = f(h(m)) for indifferentiable hashing (not even on Imf
since the distribution of f(u) is not uniform in Imf for uniform u € ).

In this section, we describe a different construction which is almost as efficient.
Namely we prove that if hy,he : {0,1}* — F, are two hash functions in the
random oracle model, then the hash function H : {0,1}* — E(F,) defined by

H(m) := f(h1(m)) + f(h2(m))
is indifferentiable from a random oracle into the elliptic curve.

Theorem 2. If ¢ > 23 is any 2k-bit prime power congruent to 2 mod 3 (even
or odd), and if the j-invariant of E is not in {0;2592}, then the function

H(m) := f(hi(m)) + f(ha(m))

is (tp,ts, qp, €')-indifferentiable from a random oracle, where &’ =219 qp-27F,
in the random oracle model for hy, he : {0,1}* — F,.
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Theorem 2] implies that this construction H(m) can be used in any cryptosys-
tem provably secure with random oracles into elliptic curves, and the resulting
cryptosystem remains secure in the random oracle model for h; and hy. We
note that to prevent timing attacks (as in [7]), our construction H can easily
be implemented in constant time since Icart’s function can be implemented in
constant time.

To prove this result, it is enough, in view of Theorem [II to show that the
function F : (F,)? — E(F,) given by:

F(u,v) = f(u) + f(v)

is an e-admissible encoding with e = 28 - ¢=1/2.

F' is clearly computable in deterministic polynomial time, so Criterion 1 of
admissible encodings is satisfied. To prove Criterion 2, we denote for any w €
E(F,): ) .

N(@) = #{(u,v) € (F)" | f(u) + f(v) =@} = #F (@)

Proposition 1. If g is an odd prime power congruent to 2 mod 3, and if the
j-invariant of E is not in {0;2592}, then for every point w € E(IF,) except at
most 144, we have

lg— N(w)| <27 /q

and all the remaining points w satisfy N(w) < 2° - q.

Sections [AT] and are devoted to the proof of this proposition. Intuitively,
the idea of the proof is to show that, for all points w € E(F,) except a few
exceptional ones, F~!(w) is an irreducible algebraic curve of bounded genus in
the affine plane A? over F,. The estimate for the number of points then follows
from the Hasse-Weil bound.

In the full version of this paper, we show that Proposition [Tl directly implies
Criterion 2, and that Criterion 3 easily follows from the point counting of [T5I16].
Additionally, we prove that F' is also an admissible encoding when using Icart’s
function f in characteristic 2.

5 A More General Construction

Our construction of Section (4] has the advantage of being simple and efficient as
it only requires two evaluations of Icart’s function. However, the proof involves
somewhat technical tools from algebraic geometry, and it is not so simple to
adapt to other encoding functions, such as the SWU algorithm.

At the cost of a small performance penalty, however, we describe a more
general construction that applies to a large class of encoding functions satisfying
a few simple axioms. Those encoding functions include Icart’s function, a simpler
variant of the SWU function, new deterministic encodings in characteristic 3, etc.
We call them weak encodings. They are defined as follows.

Definition 3 (Weak Encoding). A function f : S — R between finite sets is
said to be an a-weak encoding if it satisfies the following properties:
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1. Computable: f is computable in deterministic polynomial time.

2. a-bounded: for s uniformly distributed in S, the distribution of f(s) is a-
bounded in R, i.e. the inequality Prs[f(s) = r] < a/#R holds for any r € R.

3. Samplable: there is an efficient randomized algorithm T such that Z(r) in-
duces the uniform distribution in f~1(r) for any r € R. Additionally Z(r)
returns N, = #f~1(r) for all r € R.

The function f is a weak encoding if « is a polynomial function of the security
parameter.

The main difference with an admissible encoding is that in Criterion 2, the
distribution of f(s) is only required to be a-bounded instead of being e-
indistinguishable from the uniform distribution. More precisely Criterion 2 for a
weak encoding requires:

Vr e R, Psr[f(s) =7 = #f#;(r) < #aR

From inequality ([I]) we have that any invertible function with bounded pre-image
and bounded #R/#S is a weak encoding; in particular, this is the case for Icart’s
function (the proof is given in the full version of the paper [10]).

(1)

Lemma 3. Icart’s function fqp is an a-weak encoding from B, to E, p(IF,), with
a =4N/q, where N is the order of E, ,(F,).

When the output set is a group (such as the group of points on an elliptic
curve), we demonstrate how to construct an admissible encoding from any weak
encoding.

Theorem 3 (Weak — Admissible Encoding). Let G be cyclic group of order
N noted additively, and let G be a generator of G. Let f : S — G be an a-weak
encoding. Then the function F': S x Zny — G with F(s,z) = f(s) + G is an
e-admissible encoding into G, with ¢ = (1 — 1/a)* for any t polynomial in the
security parameter k, and e = 27% fort = o - k.

We prove this theorem in the full version of this paper [I0]. As a consequence,
we get that if f: .5 — G is any weak encoding to a cyclic group with generator
G, then the hash function H : {0,1}* — G defined by:

H(m) := f(h1(m)) + ha(m)G

where hqy : {0,1}* — F, and hy : {0,1}* — Zx are two hash functions, is
indifferentiable from a random oracle in the random oracle model for h; and hs.
In particular, this is the case when f is Icart’s function. We note that for elliptic
curves with non-cyclic group, we can easily adapt the previous construction with
H(m) = f(h1(m)) + ha(m)G1 + h3(m)G2 where (G1,G2) are the generators of
the group.
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5.1 Discussion

We see that the construction H(m) = fqp(hi(m)) + faop(ha(m)) of Section [
requires two evaluations of Icart’s function f, ; but no scalar multiplication. Since
fa,b is essentially a field exponentiation, and in practice field exponentiation is
roughly 10 times faster than scalar multiplication, the construction of Section [
is approximately 5 times faster than the general construction of this section.

We note that for a number of existing schemes that are proven secure in the
random oracle model into an elliptic curve, it would actually be sufficient to
use H(m) = fqp(h(m)) only. This is because for many existing schemes the
underlying complexity assumption (such as CDH or DDH) has the random self-
reducibility property. So in the security proof one “programs” the RO using a
random instance generated from the original problem instance. Then instead of
letting H(m) = P where P is from the random instance, one can adapt the
proof by letting f(h(m)) = P. To make sure that h(m) is uniformly distributed,
one can “replay” the random instance generation depending on the number of
solutions to the equation f(u) = P, as we do in the proof of Theorem [3

However it is easy to construct a cryptosystem that is secure in the ROM but
insecure with H(m) = f(h(m)). Consider for example the following symmetric-
key encryption scheme: to encrypt with symmetric key k, generate a random r
and compute ¢ = m—+ H (k, ) where the message m is a point on the curve and H
hashes into the curve; the ciphertext is (¢, r). This scheme is semantically secure
in the ROM for H, since this is a one-time pad. But the scheme is insecure with
H(k,r) = f(h(k,r)) because in this case H (k, r) is not uniformly distributed, and
for two messages mg and m; the attacker has a good advantage in distinguishing
between the encryption of mg and m;.

6 Extensions

6.1 Extension to a Prime Order Subgroup

In many applications only a prime order subgroup of E is used, so we show how
to adapt the constructions of Sections Ml and [ into a subgroup. Let E be an
elliptic curve over F, with IV points, and let G be a subgroup of prime order N’
and generator G. Let £ be the co-factor, i.e. N = £- N'. We require that N’ does
not divide ¢ (i.e. that (N’)? does not divide V), which is satisfied in practice for
key size and efficiency reasons.

We show that it suffices to scalar multiply by co-factor ¢ the constructions of
Sections [] and [l and the resulting constructions are still indifferentiable hash
functions. More precisely, we consider the construction H : {0,1}* — G with:

H(m) := £(fa,p(h1(m)) + fap(ha(m))) (2)
with hy, hg : {0,1}* — F, and f, 5 is Icart’s function.

Proposition 2. H is (tp,ts,qp,€)-indifferentiable from a random oracle, in
the random oracle model for h1 and he, with e = 219 - ¢p .27k,
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Informally, we show that the composition of two admissible encodings remains
an (almost) admissible encoding, and that multiplication by a co-factor is an e-
admissible encoding, with ¢ = 0. This proves that H is an indifferentiable hash
function. See the full version of the paper [10] for the proof.

The same result holds for the construction of Section [Bl In this case for both
cyclic and non-cyelic elliptic curves we simply use H(m) = £f(hy(m)) + ha(m)G
where G is a generator of the subgroup.

6.2 Extension to Random Oracles into Strings

The constructions in the previous sections are based on hash functions into E,» or
Zy . However in practice a hash function outputs a fixed length string in {0, 1}
We can modify our construction as follows. We consider an elliptic curve E, 4
over I, with p a 2k-bit prime. We define the hash function H : {0,1}* — E, »(F,)
with:

H(m) := fap(h1(m) mod p) + fap(h2(m) mod p)

where h; and hy are two hash functions from {0, 1}* to {0, 1}3* and f, 4 is Icart’s
function.

Proposition 3. The previous hash function H is (tp,ts,qp, €)-indifferentiable
from a random oracle, in the random oracle model for hi and hs, with ¢ =
211 qp - 27k‘

Informally, we first show that reduction modulo p is an admissible encoding
from {0, 1}* to F, if 2¢ > p. Since the composition of two admissible encodings
remains an (almost) admissible encoding, this shows that F'(u,v) = f(u mod p)+
f(vmod p) is also an admissible encoding into E(I,) and therefore H is an
indifferentiable hash function. The same result holds for the general construction
of Section Bl See the full version of the paper [10] for the proof.

7 A Simpler Variant of the SWU Algorithm

In this section, we describe a slightly simpler variant of the Shallue-Woestijne-
Ulas (SWU) algorithm over F,, for ¢ = 3 (mod 4). Note that this condition is
usually satisfied in practice, since it enables to compute square roots efficiently.

Proposition 4 (Simplified Ulas maps). Let F, be a field and let g(z) :=
23 4+ ax +b, where a,b# 0. Let:

Xz(t)z_ab (”#iﬁ)’ Xs(t) = =Xa(t),  U(t) = °9(Xs(1))

Then U(t)? = —g(X2(t)) - 9(X3(t)).
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Proof. Let g(x) = 23 + ax + b. Let u be a non-quadratic residue and consider
the equation in =

glu-x) =u’g(x) 3)

The first observation is that we can solve this equation for x because the terms
of degree 3 cancel:

g(u-z) =u®- g(z) & (uz)® + auz) + b = v (2> + ax +b)
& aur +b=vlar +udb
b(u> —1) —b ( 1 )
Sr= = 114+

alu —u?) a u + u?

The second observation is that since w is not a square, either g(u - z) or g(x)
must be a square. Therefore either x or u - x must be the abscissa of a point
on the curve. Moreover when ¢ = 3 (mod 4) we have that —1 is a quadratic

non-residue and we can take u = —t2. Finally from (@) we get:
glu-z) - g(z) = u’- g*(x) = ~1° g*(z) = —(* - g(2))?
which gives the maps of Proposition (4l a

Simplified SWU algorithm:

Input: F, such that ¢ =3 (mod 4), parameters a,b and input ¢ €
Output: (z,y) € E,p(F,) where E,p: 4% = 2% + az + b

a — —t?

X +— —ab (1 + 023_0)

X3 — Q- X2

ho — (X2)® +a-Xo+b; hy— (X3)3+a-X3+b

If hy is a square, return (X, héq+1)/4), otherwise return (X3, héq+1)/4)

DA il S

In the full version of the paper [10] we show that our simplified SWU algorithm
is a weak encoding into the curve. Therefore it can be used with the general
construction from Section Bl An implementation is also provided in the full
version of the paper [10].

8 Hashing in Characteristic 3

In characteristic 3 the normal form of an elliptic curve with j-invariant j # 0
and discriminant A # 0 is:

V?2=X3+aX?+b
with A = —a3b. It is easy to see that Icart’s technique cannot work in charac-

teristic 3, and the SWU algorithm does not work in characteristic 3 because the

2 A similar equation was used in [24] to show that there exists infinitely many elliptic-
curves with j-invariant equal to given j # 0,1728 and with Mordell-Weil rank > 2.
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elliptic curve has a different equation. In this section we show the first deter-
ministid? encoding algorithms for elliptic curves in characteristic 3. We denote
by @ the set of quadratic residues in the field. An implementation of the three
algorithms is provided in the full version of the paper [10].

8.1 Algorithm for A € Q

Proposition 5. Let Fbe a field of characteristic 3 and g(x) = 23 + ax? + b with
a#0and A= —a3b€ Q. Let n ¢ Q and let ¢ such that ¢> = —b/a. Let

X(t):c~(1—n.t2

Then either g(X (t)) or g(n-t?- X(t)) is a quadratic residue.

Proof. As previously we choose u ¢ @ and we consider the equation in :

glu-z) =u’- g(x) (4)
As previously the terms of degree 3 cancel, and using u® — 1 = (u — 1)3 in char
3, we get:

gu-z) =u?- g(zx) & au’s? + b= auz® + bu?

s bW —1)  bu—-1)3 b [(u—1)
o p? = = = .
a(u? —ud)  au?(l —u) a u
Since A = —a®b € Q, we have —b/a € Q so we can compute ¢ such that
c? = —b/a. Therefore we can take the following solution for equation (@):

e (i)

For u we can take u = 1 - t> where 1 ¢ @ is pre-computed. We recover the map
X (t) of Proposition Bl Moreover from equation (@) since u® ¢ Q either g(x) or
g(u - ) must be a quadratic residue. O

From Proposition [f] we easily deduce a deterministic encoding algorithm.

8.2 Algorithm for A ¢ Q

Proposition 6. Let F be a field of characteristic 3 and g(x) = x3 + ax? + b with
A=—a’b ¢ Q. Let z9 € F such that g(xg) = 0. Let n ¢ Q. Let :

X(t):—2-x0~<1+n.1t2>

Let X1(t) = X(t) +xo and Xo(t) = n-t2- X (t) + x9. Then either g(X1(t)) or
9(Xa(t)) is a quadratic residue.

Proof. When A ¢ @ we have that g(z) = 23 +az?+b has a (unique) root z¢ € F.
Therefore we can let:

3 We allow for a probabilistic pre-computation phase given the elliptic curve parame-
ters.
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f(z)=g(x +x0) =2® +ax? + bz

where b’ = 2-a - xg. A deterministic encoding for elliptic curves of equation
y? = 23 + az? + bz is already described in [26]. Given u ¢ @ one considers the
equation in x:
flu-z)=u?- f(z) & av’s? + bur = au®z? + b'us
& az(u?® —ud) = b (ud —u)

& azu*(1 —u) = bu(u —1)(u+1)

b (u+1 1
=T = . :—2'1‘0~ 1+
a u u

Then either f(z) or f(u-x) is a square, which implies that either g(x + z¢) or
g(u -z + 1) is a square. Letting u = 7 - t2 where n ¢ Q one recovers the maps
X (t), X1(t) and Xa(t). O

8.3 Algorithm for Any A

In this section we describe a different encoding algorithm that works for any
discriminant A. We pre-compute 7 ¢ @Q and 2o, yo such that an- 2 —y3 +b = 0.

Deterministic Encoding Algorithm in char 3:

Input: t € F

OUtEIel‘E.z(g ?{)—EOE(P 2yot — anzg)/(an — t2)

Let y =yo +1- (2 — 20)

Let k=a/(b—y?)

Find the unique solution « of the linear system o® + k- a = —k/a
Let = 1/a and output (z,y)

GU o=

We show in Appendix [B] that this also defines a deterministic encoding into
elliptic curves.
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A Proof of Proposition [

This appendix gives a proof of Proposition[Il For the sake of brevity, the proofs
of some technical lemmas are omitted in this extended abstract, and can be
found in the full version [10].

A.1 Geometric Interpretation of Icart’s Function

Icart’s function f admits a natural extension to the projective line over [, by
setting f(oo0) = O, the neutral element of the elliptic curve. Then, consider the
graph of f:

C={(u,w) eP' x E| f(u) = w}

As shown in [19, Lemma 3], C is the closed subscheme of P! x E defined by
ut — 6zu? + 6yu — 3a = 0 (5)

In other words, Icart’s function is the algebraic correspondence between P! and

E given by ().
Let j be the j-invariant of E:

4a3 c
4a3 + 2702

Save for a few exceptional values of j, we can precisely describe the geometry of C'.

j=1728- F,

Lemma 4. If j & {0;2592}, the subscheme C' is a geometrically integral curve
on P! x E with one triple point at infinity and no other singularity. Its nor-
malization C is a smooth, geometrically integral curve of genus 7. The natural
map h: C — FE is a morphism of degree 4 ramified at 12 distinct finite points of
E(F,), with ramification index 2.
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A.2 The Square Correspondence

In this context, the function (u,v) — f(u)+ f(v) occurring in our hash function
construction admits the following description. A point (u,v) in the affine plane
AZ, or more generally in P! x P, corresponds to w on the elliptic curve E if and
only if there is some point (o, §) € C x C over (u,v) such that h(a)+h(5) = w.

Consider the surface S = C x (NZ', and define the following two morphisms.
The map p : S — P! x P! is the square of the first projection, and s : § — F
is obtained by composing h x h : S — FE x E with the group law £ x £ — E.
Then the set of points (u,v) € P! x P! corresponding to a given w € E is exactly
p(s~1(w)) (and we can take the intersection with A2 if we are only interested in
affine points). This allows us to give a geometric proof of Proposition [I

Let us first describe the geometry of the fibers s~!(w). Denote by p1, ..., p12
the 12 geometric points of E over which h is ramified, and let R = {p; +
piti<ij<iz C E. The map s is of rank 1 at (a, ) if and only if h is of rank
1 at at least one of « or 3, which is certainly the case when h(a) or h(B) is
not one the p;. Therefore, s is smooth of relative dimension 1 over the open
subscheme Fy = F — R, and all points in Fy have smooth curves on S as fibers.
The following lemma makes this more precise.

Lemma 5. The fibers of s at all geometric points of Ey are smooth connected
curves on SF; of genus 49.

Consider now a fiber Z of s at some F;-point w of E not in R. The previous
description says that Z is a smooth geometrically integral curve of genus 49 on
S. This gives a precise estimate of the number of F;,-points on Z in view of the
Hasse-Weil bound:

lg+1-#Z(F)| < 98vq
What we are interested in, however, is the number of points in p(Z), or more

precisely even, in p(Z)NAZ. But those numbers are related in a simple way when
Icart’s function is well-defined, i.e. ¢ =2 (mod 3).

Lemma 6. Suppose that ¢ = 2 (mod 3), and let N be the number of F,-points
in p(Z) N A2. Then we have

q—98/g—23< N <q+98/q+1

The first part of Proposition[[lnow follows from the previous propositions: under
the hypotheses of that theorem, if w € E(F,) does not belong to R, then N(w) =

#{(u,v) € (F,)? | f(u) + f(v) = w} satisfies
lg = N(w)| <98y/q+23 <27 /g

as required. And obviously, there are at most 122 = 144 points in R.
It remains to bound N(w) for an [F,-point @w € RN E(IF,). To do so, consider
again Z = s 1(w) the fiber at such a point, and E’ C E x E the image of Z
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under h x h (or equivalently, the fiber of the group law of E at w). The morphism
7 — E' is of degree 16, so each point has at most 16 pre-images. Hence

N(w) < 16- #E'(F,) < 16(g+1+2/q) <2°-¢

since ¢ > 5. This concludes the proof.

B Analysis of the Algorithm from Section

We consider the elliptic curve equation y?> = z3 + az? + b which we rewrite
23+ ax® + (b —y?) = 0. Letting a = 1/x, we get:

1 a

st LT (b—y*)=0

o o?

Multiplying by o/(b — y?), this gives:

oty C L ra= 1/ (6)

Given k € Fwe consider the function f(a) = o4 k- . In char 3 this is a linear
function. We have:
fla)=0sa=0o0ra?=—k

Therefore f is bijective if and only if —k ¢ Q. When f is bijective its inverse
can be computed in deterministic polynomial time by solving a linear system.

Since k = a/(b — y?) in equation (@), we must have —a/(b — y?) ¢ Q so that
equation (@) has a unique solution. This is equivalent to —(b — y%)/a ¢ Q or
—(b—y?)/a=n-2? for some fixed n ¢ Q. This gives:

anz® —y?> +b=0

which is the equation of a conic which is easy to parameterize. Such parameter-
ization is computed at steps [Il and 2 of the algorithm in Section B3]
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