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Abstract. We use multilinear maps to provide a solution to the long-
standing problem of public-key broadcast encryption where all parame-
ters in the system are small. In our constructions, ciphertext overhead,
private key size, and public key size are all poly-logarithmic in the total
number of users. The systems are fully collusion-resistant against any
number of colluders. All our systems are based on an O(log N)-way mul-
tilinear map to support a broadcast system for N users. We present three
constructions based on different types of multilinear maps and providing
different security guarantees. Our systems naturally give identity-based
broadcast systems with short parameters.

1 Introduction

Broadcast encryption [FN94] is an important generalization of public-key encryp-
tion to the multi-user setting. In a broadcast encryption scheme, a broadcaster
encrypts a message for a subset S of users who are listening on a broadcast
channel. The broadcaster can encrypt to any set S of its choice, and any user
in S can decrypt the broadcast using its secret key. The system is said to be
fully collusion resistant if even a coalition of all users outside of S learns noth-
ing about the plaintext. Broadcast systems are regularly used in TV and radio
subscription services where broadcasts are encrypted for currently active sub-
scribers. They are also used in encrypted file systems where a file is encrypted
so that only users who have access to the file can decrypt it.

The efficiency of a broadcast system is measured in the ciphertext overhead:
the number of bits in the ciphertext beyond what is needed for the description of
the recipient set S and the symmetric encryption of the plaintext payload. The
shorter the overhead, the better. We say that the system has low overhead if the
ciphertext overhead depends at most logarithmically on the number of users NV
in the system.

Existing constructions with low ciphertext overhead. Several broadcast systems
are fully collusion resistant with low ciphertext overhead. The first such system
by Boneh, Gentry, and Waters [BGWO05] is built from bilinear maps. It has
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constant ciphertext overhead and short secret keys, but the public encryption key
size is linear in the number of users N. Other systems using bilinear-maps achieve
adaptive security [GW09, DPP07] and some are even identity-based [GW09,
Del07, SFO7], but the public encryption key is always large.

Multilinear maps give secret-key broadcast systems with optimal ciphertext
overhead [BS03, GGH13a, FHPS13, CLT13, BW13]. However, in these systems
the broadcaster’s key must be kept secret, and they require an N-way multilin-
ear map to support N users. Current constructions of N-linear maps [GGH13a,
CLT13] have group elements of size O(N?) bits, resulting in large space require-
ments. While these broadcast systems can be made public-key by including a few
group elements in the ciphertext, their dependence on N-linear maps leads to an
O(N?) ciphertext overhead, which is worse than the trivial broadcast system. Un-
til this work, it has not been known how to use multilinear maps to construct low
overhead broadcast systems with a short public encryption key.

A third class of constructions employs the powerful candidates for indistin-
guishability obfuscation (10) [BGIT01, GGH"13b]. Using iO it is possible to
build a public-key broadcast system with optimal ciphertext overhead and short
private keys, though public keys are large [BZ14]. The resulting systems have
several other remarkable properties. However, current iO candidates add con-
siderable complexity on top of multilinear maps. Our goal here is to construct
broadcast systems using only simple assumptions on multilinear maps, namely,
without relying on iO.

Our results. We describe three broadcast systems for N users that use an
O(log N)-way multilinear map. The systems have ciphertext overhead and de-
cryption key of only O(1) group elements which is O(log? N) bits using the cur-
rent multilinear map candidates. The public encryption key contains O(log N)
group elements which is O(log3 N) bits. The first system uses an asymmetric mul-
tilinear map and follows the [BGWO05] construction closely. It uses the O(log N)-
way multilinear map to compress the public key of that system from O(N)
group elements to O(log N) elements while keeping the ciphertext overhead and
secret key short. We prove static security under a multivariate equivalent of
the [BGWO05] assumption.

The second system uses a general symmetric O(log N )-way multilinear map
to similarly compress the public key in [BGWO05]. The added flexibility of a
symmetric map has both positive and negative consequences. On the negative
side, this flexibility allows the adversary to combine extra elements together.
To maintain security we must ensure that all user indexes u € [N] are mapped
to integers @ € [O(N log N)| where all @& have the same Hamming weight. This
mapping does not affect ciphertext or private key size. On the positive side, this
flexibility allows us to obtain slightly better parameters and base static security
on a slightly simpler, though similar, complexity assumption.

The third system is built from a symmetric O(log N)-way map, but we can
prove adaptive security of the scheme in generic multilinear groups. This system
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has secret keys of length O(log® N) bits, which is longer than the previous two
schemes, but has a tighter security proof in generic groups.

Because the parameters of these systems are logarithmic in N, we can let N
be exponential, and in particular be as large as the range of a collision resistant
hash function (e.g., N = 2256). This, in effect, turns all our broadcast systems
into efficient identity-based schemes. A user with identity id € {0,1}* is given
the secret key associated with index number H(id) € [N] where H is a collision
resistant hash whose range is [INV]. A broadcaster can then transmit to a set of
recipients simply by hashing their public identities. For this reason, we describe
all our broadcast systems as identity-based broadcast schemes.

Additional related work. Collusion resistant broadcast encryption has been widely
studied. Revocation systems (e.g., [NNLO1, HS02, GST04, DF02, LSW10]) can
encrypt to N — 7 users with ciphertext size of O(r). Further combinatorial so-
lutions (e.g., [NP0O, DF03]) achieve similar parameters. A broadcast encryption
system is said to be recipient-private if broadcast ciphertexts reveal nothing
about the intended set of recipients [BBW06, LPQ12, FP12]. Our broadcast
systems are not recipient private, and it is a long-standing open problem to
build a low-overhead recipient-private broadcast system. Such a system was re-
cently built using indistinguishability obfuscation [BZ14], but constructing such
systems under weaker assumptions remains open.

2 Preliminaries

2.1 Broadcast Encryption

We begin by defining broadcast encryption. A (public key) identity-based broad-
cast encryption scheme consists of three randomized algorithms:

Setup(ZD): Sets up a broadcast scheme for identity space ZD. It outputs public
parameters params as well as a master secret key msk

KeyGen(msk, u): Takes the master secret key and a user u € ZD and outputs a
secret key sk, for user u.

Enc(params, S): The encryption algorithm takes the public parameters and a
polynomial sized set S C ZD of recipients, and produces a pair (Hdr, K'). We
refer to Hdr as the header, and K as the message encryption key.

The message is encrypted using a symmetric encryption scheme with the key
K to obtain a ciphertext ¢. The overall ciphertext is (Hdr, ¢).

Dec(params, u, sky, S, Hdr): The decryption algorithm takes the header Hdr and
the secret key for user u, and if u € S, outputs the message encryption key
K. If u ¢ S, the decryption algorithm outputs L.

To actually decrypt the overall ciphertext (Hdr, ¢), user u runs Dec to obtain
K, and then decryption ¢ using K to obtain the message.

For correctness, we require that the decryption algorithm always succeeds
when it is supposed to. That is, for every (params, msk) output by Setup(ZD),
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every set S C ID, every sk, output by KeyGen(msk,«), and (Hdr, K) outputted
by Enc(params, S) where u € S, that Dec(params, u, sk, S, Hdr) = K.

For security, several notions of security are possible. We start by defining
active chosen ciphertext security. For any adversary A, let EXP(b) denote the
following experiment on A:

Setup: The challenger runs (params, msk) < Setup(ZD), and gives A the public
key params.

Secret Key Queries: A may adaptively make secret key queries for user u. In
response, the challenger runs sk, + KeyGen(msk, u) and gives sk, to A.
CCA Queries: A may make chosen ciphertext queries on tuples (u, S, Hdr).
The challenger responds with Dec(params, u, sk, S, Hdr) where

sky, < KeyGen(msk,u)?.

Challenge: A submits a set S* C ZD, subject to the restriction that u ¢ S* for
any user u requested in a secret key query. The challenger lets (Hdr*, K§) «+
Enc(params, S*). If b = 0, the challenger gives (Hdr*, K}) to the adversary.
If b = 1, the challenger computes a random key K; and gives (Hdr*, K¥) to
the adversary.

More Secret Key Queries: A may continue making secret key queries for
users u ¢ S*

More CCA Queries: A may continue making CCA queries on headers Hdr #
Hdr*2.

Guess: A produces a guess b’ for b.

Using a simple hybrid argument, we can assume the adversary makes only a
single challenge query. Let W} be the event that A outputs 1 in EXP(b). We
define the adaptive CCA advantage of A, as

BE(AdY) 4 = | Pr[Wp] — Pr[Wy]|

Definition 1. A broadcast encryption scheme is adaptively secure under a cho-
sen ciphertext attack (adaptively CCA-secure) if, for all polynomial time adver-

saries A, BE(“d”)A is negligible.

We will also consider several weaker notions of security. For example, we get
static security if we require A to commit to the challenge set S* before seeing the
public parameters. We also get CPA security if we do not allow chosen ciphertext
queries. In this paper, we will be focusing on the following notion of static CPA
security, but will also discuss the other variants:

Definition 2. A broadcast encryption scheme is statically secure under a chosen
plaintext attack (statically CPA-secure) if, for all polynomial time adversaries
A that must commit to S* before seeing the public parameters and cannot make
CCA queries, BE(ad”)A is negligible.

1 Another variation is to have the challenger maintain a table of (u, sky ) pairs, and
only run KeyGen once for a particular user, using a single sk, to answer multiple
secret key and CCA queries. Note that the correctness of a broadcast scheme implies
that this does not affect CCA queries.

2 Another potentially stronger variation is to require (S, Hdr) # (S*, Hdr*)
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2.2 Multilinear Maps

We now review multilinear maps [BS03, GGH13a, CLT13]. A multilinear map
consists of two algorithms:

Setup(n): Sets up an n-linear map. It outputs n groups Gq,...,G, of prime
order p, along with generators g; € G;. We call G; the source group, G,, the
target group, and Gao, ..., G,_1 intermediate groups.

ei,j(g,h): Takes in two elements g € G; and h € G; with i + j < n, and outputs
an element of G;4; such that

eij(9i,95) = 91,

We often omit the subscripts and just write e. We can also generalize e to
multiple inputs as e(h(M), ... h(F) = e(h(D) (A3, ... AF)),

We sometimes call g¢ as a level-i encoding of a. The scalar a itself could be
referred to as a level-0 encoding of a. Then the map e combines a level 7 encoding
and a level j encoding, and produces a level ¢ + j encoding of the product.

We will make use of asymmetric multilinear maps. In such maps, groups are
indexed by integer vectors rather than integers. The pairing operations maps
Gy, X Gy, into Gy, 4v,. More precisely, we have the following algorithms:

Setup(n) Sets up an n-linear map, where n € 7 is some positive integer vec-
tor. It outputs a description of groups G, of prime order p where v are
non-negative integer vectors and v < n (that is, the comparison must hold
component-wise). It also outputs a description of generators g, € G,>. Let
e; be the ith standard basis vector, with a 1 at position ¢ and a 0 elsewhere.
We call Ge, the ith source group, G, the target group, and the rest of the
G+ groups are intermediate groups.

€vy,vs (g, h) Takes in two elements g € Gy, and h € Gy, with vi + vy < n, and
outputs an element of Gy, v, such that

a b _ ab
€V17V2 (gv1 9 ng) - gv1 +va

We often omit the subscripts and just write e. We can also generalize e to
multiple inputs as e(h(M), ... h(F) = e(h(D) (A3, ... AF)),

We note that current candidates of multilinear maps [GGH13a, CLT13] depart
from the ideal notions of multilinear maps described above. In particular, in
these candidates, representations of group elements are not unique and contain
a noise term that can cause errors during group and multilinear operations.
While we present our constructions using ideal multilinear maps for simplicity,
we stress that our constructions can easily be instantiated using current non-
ideal candidates. We need multilinear maps with the following properties:

3 There may be an exponential number of groups and generators. The setup algorithm
outputs a set of parameters from which the groups Gy and generators g, can be
derived. In particular, each gv can be derived from the pairing operation and {ge; },
where e; is the ith standard basis vector
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A way to hide the group and multilinear operations that lead to a partic-

ular element. In current multilinear maps, this is obtained by performing a

re-randomization procedure which makes the representation of an element

statistically independent of the operations that lead to that element.

— A way, given any representation of an element in the target group, to “ex-
tract” a canonical representation of that element. This is handled by a “zero-
test parameter” in current maps.

— The ability for the person who sets up the map to compute elements of the
form ¢®* for exponentially-large z. In ideal multilinear maps, this would be
accomplished by computing z = o* in Z,,, and then computing ¢g*. However,
with current multilinear maps, it is not possible for normal users to compute
g7 for a specific z of their choice*. However, the person who sets up the map
knows a trapdoor that does allow computing g* for any z € Z,,.

— The ability to generate asymmetric multilinear maps for any positive integer
vector n € Z¢. Section 4.3 of [GGH13a] shows how to do this.

— A way to make sure the noise growth does not cause any errors during normal

execution of our protocols. Since there is no circular dependence between

the parameters of the multilinear map and the number of operations our
protocols require, we can set the parameters so the noise stays small enough
to avoid errors.

3 Our Asymmetric Multilinear Map Construction

In this section, we give our first construction of identity-based broadcast encryp-
tion from multilinear maps. Our starting point is the scheme of Boneh, Gentry,
and Waters [BGWO05], henceforth referred to as the BGW scheme. Recall in their
scheme, the public parameters consist of O(NN) source group elements (where N
is the number of users), secret keys and headers are a constant number of source
group elements, and the message encryption key is a group element in the target
group. Our goal is to shrink the public key size to O(log N) group elements. We
accomplish this by embedding the BGW scheme in a multilinear map, where
the BGW parameters lie in an intermediate group. The BGW public parameters
can then be derived from a small number of elements in the source group of the
map — these few source group elements are the new public key.

In more detail, the 51gn1ﬁcant component of the BGW public key are the

aN+2
elements 71 = g%, 22 = g% ,...,ZN = ¢ ,ZN+2 = gf ,...,ZaN = g1
The rest of the BGW public keys, secret keys, and header components are also
element in G, whereas the message encryption key is an element in the group Go.
/nJr/l\ls\

Let N = 2™ — 1 for some integer n, and let n = (1,...,1) be the vector of
n + 1 1s. Our idea is to use an asymmetric multilinear map, where the target
group is Gon. We note that pairing two elements in G, gives an element in Goy,.
Thus, while the entire multilinear map is asymmetric, the pairing operation acts
symmetrically on the group G,. Now we replace the groups G; and Gs in the

4 Instead, users can compute g* for a random, but unknown, z.
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BGW scheme with G, and Gsy,. Thus 7, = gffu. Rather than explicitly include
the Z,, in the public parameters, we give a few group elements in the groups Ge,
where e; are the standard basis vectors. Specifically, we provide the parameters

X, = gfji(w for i =0,...,n — 1. By pairing various subsets of these X; together,
we can build all of the Z, for u < 2" — 1 = N. In particular, if u = Z;L:_Ol u;2°
is the binary representation of u, then

_ wg 1—u uy 1—u Un—1 1—Up_
Zu*e(Xo geo OaXl gel la"-aX lagen)

n—1 gen_l

where X?g! = ge, and X}gd = X;
To allow computation of Z,, for u > 2"+1 = N+2, we might decide to publish
gg‘f . However, this would allow computation of Zx1, which will break the

security of the BGW scheme. Therefore, we instead publish X,, = ggf"“’. Then,

for u € [N +2,2N], let v’ = u — (2" + 1) = > u/2". Then we can write

0 1=ug 1, 1-u R
Zu=e( Xgogeo "o, Xlulgel " ---aX:—llgen_u1 b X))

Now we make the observation that O(log V) graded encodings remain efficient
even up to exponential N. Therefore, we can actually make our scheme identity-
based, where identities are bit strings of length n with the caveat that the 0™ is
not a valid identity. Now we give our entire construction:

Construction 1. Let Setup’ be the setup algorithm for a multilinear map, where
groups have order p. Our first identity-based broadcast scheme consists of the
following algorithms:

Setup(n): Takes as input the length n of identities. Let TD = {0,1}" \ {0"} be
the identity space. Let n be the all-ones vector of length n + 1. Run Setup’
on 2n, obtaining the public parameters params’ for a multilinear map with
target group Gay. ‘

Choose a random « € Z, and let X; = gg‘;” fori=10,....,n—1 and let
Q@™+ '
Xn = g

€n

W= ggfn). The public key is

. Also choose a random v € Z, and let Y = gq. Lastly, let

params = (params’, W, {Xi}icto,..n},Y)

The master secret key is (o, 7).
KeyGen(params, a, v, u): The secret key for identity u € [1,2™ —1] is sk, = gl
Enc(params, S): Recall that we can compute Z; for j € [1,2™ —1] from the public
parameters {X;}icqo,...n—1}- Pick a random t € Z;, and compute the key and
header as

.....

K=W'=ga™" and

Q" —w)
Hdr = (gﬁ ’ (Y H ZQ"u)t> = (gﬁ ’ gf‘n(’wrzues ))

ues
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Dec(params, u, sky,, S, Hdr): Ifu ¢ S, output L. Otherwise, write Hdr as (Co, Cy).
Recall that we can compute Z; for j € [2" +1,2" 1. Output

e(Zu s Cl)

K =
€ ((Sku Tljesjru Z2n—j4u) 5 CO)

If Cy and Cy are as above, then we can write K = g5, where

c=a"t[y+) o) — et > o )y
jes J€Si#u

Most of the terms cancel, leaving ¢ = ta?" as desired.

Implementation details. As mentioned in Section 2, there are some minor compli-
cations with implementing our scheme using current multilinear map construc-
tions [GGH13a, CLT13], but we stress that these complications do not affect the
semantics of our scheme. First, during normal operations, computing ¢¢ for a
random « involves computing a “level-0” encoding of a random (unknown) a,
and then pairing with ¢g;. In order to compute 9?2, we would pair g; with the
level-0 encoding twice. However, the noise growth with repeated pairing opera-

tions would prevent us from computing gf‘@z) for sufficiently high powers of 7.
Instead, the setup algorithm must choose an explicit (known) a € Z,, compute
the various a?', encode these powers as level-0 encodings, and only then pair
with g;. This requires knowing the secrets used to set up the multilinear map,
meaning the broadcaster must set up the map himself and cannot rely on maps
generated by trusted parties. Note, however, that this exponentiation is only
required during setup, and not encryption or decryption, meaning the secrets
can be discarded immediately after setup, and anyone can still broadcast using
the public parameters.

To make sure the header does not leak any important information, we also
need to re-randomize the header components. This means re-randomization pa-
rameters need to be included for the group G,. No other re-randomization pa-
rameters are necessary.

Before discussing security, we must discuss our new security assumption,
which is closely related to the bilinear Diffe-Hellman Exponent assumption
(BDHE) as used in BGW.

3.1 The Hybrid Diffie-Hellman Exponent Assumption (HDHE)
Assumption

We define the (computational) n-Hybrid Diffie-Hellman Exponent problem as fol-
lows: Let params’ < Setup’(2n) where n is the all-ones vector of length n + 1.

Choose @ € Z, at random, and let X; = gg%f"’” fori = 0,...,n — 1 and
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JNCLESH
€en *

Xn=g Choose a random t € Zjy and let V' = gf,. Given ({Xi}icqo,....n—1}
toz(zn)

V), the goal is to compute K = g%

We now define the decisional n-Hybrid Diffie-Hellman Expoent problem as,
given the tuple ({X;}icqo,....n—1},V; K) where K is either géﬁ((z")
element of Goy, to distinguish the two cases.

or a random

Definition 3. We say the decisional n-Hybrid Diffie-Hellman Exponent assump-
tion holds for Setup’ if, for any polynomial n and probabilistic polynomial time
algorithm A, A has negligible advantage in solving the n-Hybrid Diffie-Hellman
Ezxponent problem.

Given the X; fori = 0,...,n— 1, it is straightforward to compute ¢ for any
J € [0,2™ — 1]. Moreover, including X, it is straightforward to extend this to
j € [2™ + 1,2"*1]. However, computing K = gé‘fl(zn) from the X; and V appears
difficult. The reason is that we only have one term that depends on ¢, namely V.
So to compute K, we would need to pair V' with some combination of the X;. In
other words, we need to be able to compute gﬁm’) from the X;. However, since
n has a one in each component, we can never pair any of the X; with itself. This
means we can only compute products of terms of the form e(X3°, X7*, ..., X3n)
for s; € {0,1}, where we take X = ge,. Notice that we can never include an
X, since then we would already exceed the desired degree of 2". Put another
way, we can only compute products of terms of the form

i€S
gn™"

where S C [0,n — 1]. However, [[,cga® = adaies " and Y ies 2t < 2" for all
subsets S C [0,n — 1]. This is the basis for our assumption that the n-HDHE
assumption is hard. In the full version [BWZ14], we discuss the difficulty of our
assumption in the generic multilinear map model.

3.2 Security of Our Construction

With our assumption defined, we can now state and prove the security of our
scheme:

Theorem 2. Let Setup’ be the setup algorithm for a multilinear map, and sup-
pose that the decisional n-Hybrid Diffie-Hellman Exponent assumption holds for
Setup’. Then the scheme in Construction 1 is a statically secure identity-based
broadcast encryption scheme.

Proof. Our proof closely follows the security proof for BGW [BGWO05]. Suppose
we have an adversary A that breaks the security of the scheme. We use A to
build an adversary B that breaks the decisional n-HDHE problem for Setup’. B
works as follows:
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— B obtains a challenge tuple (params’, { X }ico,n), V, K) where:
params’ < Setup’(2n) where n is the all-ones vector of length n + 1.

2
i = Ye,;

fori=0,...,n—1 for a random o € Zj,.

[ ] [ ]
P e
Lol
|
= 0o

V =gt for a random ¢ € Z,
o K = géfflz or K is a random group element in Goy,.
— B simulates A until A submits a subset S C [1,2™ — 1] of users that A will
challenge.
— B chooses a random r € Z,. It sets
In
HuES Zan —u

where the Z; are calculated from the X; as before. This amounts to setting

y=7r— Zaznﬂ‘

uesS

Y =

Since r is uniform in Z, and independent of a, so is . B also computes

W/ = e(geovgen ety gen_zv Xn—lyge,,,)
and
W =e(W', W)

Observe that W = 93:;”.
— B gives A the public parameters (W, {X;}icjo,n], Y)
— Now A is allowed to ask for private keys for users u ¢ S. B computes

Z?"

sk, =
Hjes Z2"—j+u
Observe that
TOCU7ZJ-€S a(z"'_j+u) ,YoéquZjES a(2"_j+u)7zjes a(2"_j+u) ,Ya’lb
sky = gn = 0n =Jn

as desired.
— When A asks for the challenge, B lets Hdr = (V, V") and responds with
(Hdr, K). Observe that
V'I" == g?"t = gfl(’Y+ZuES a(znfu))
which means (V,V7") is a valid header for the set S. Also observe that if
K= gé‘fl(z 7, then K is the correct key for this header.
— When A returns a guess b for which K it is given, B returns b as its guess.

As shown above, B perfectly simulates the view of A in the broadcast en-
cryption security game. Therefore, B has the same advantage as A, which must
therefore be negligible, as desired.
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4 Our Symmetric Multilinear Map Construction

In this section, we give our second construction of broadcast encryption, this time
from traditional symmetric multilinear maps. That is, we do not require the more
complicated asymmetric structure of Construction 1, but can use a basic mul-
tilinear map. The idea, however, is very similar. We implement BGW [BGW05]
in middle levels of the multilinear map, and use elements in the bottom level to
generate the BGW public parameters. Similar to the graded encoding scheme,

the BGW parameters will have the form Z,, = g2", which can be computed from

the public parameters X; = g¢ o .

However, we run into a problem. With asymmetric maps, we could enforce
that X; could not be paired itself. This was used to ensure that Zs» was not
computable given X; for ¢ = 0,...,n. However, in the symmetric multilinear
map setting, X,,_1 could be paired with itself, giving Z5~. Instead, we create a
hole by limiting the total number of X; that can be paired together. If we allow
only n — 1 of them to be paired together, the first hole occurs at Zan_;. We
therefore set N = 2™ — 2 so that the hole is at N + 1 as in BGW.

Notice that a second hole occurs at Zyn gn-1_1, and since 2" + 2771 — 1 <
2(2™ — 2) = 2N, we can not yet compute all the Z, needed by BGW. One
possible fix is to include extra X; that can be used to fill in the unwanted holes.
Instead, we opt to restrict the bit representations of all identities in the system
to having the same Hamming weight. We show that this allows the computation
of all the necessary Z,.

We now describe our scheme:

Construction 3. Let Setup’ be the setup algorithm for a multilinear map, where
groups have order p. Our second identity-based broadcast scheme consists of the
following algorithms:

Setup(n, £) Sets up a broadcast scheme for n-bit identities with Hamming weight
¢. Run Setup’ on n + ¢ — 1, obtaining the public parameters params’ for

a multilinear map with target group Gp4¢—1. Let o,y € Z, be chosen at
2" i

random. Let W = gy, 11 Compute X; = g?@z) fori=0,...,n. Lastly, let
Y =g ;. Output
params = (params’, W, { Xi}ic(o,n) Y)
KeyGen(params, o, v,u) The secret key for an identity u € {0,1}" of Hamming
weight £ is
sky = gn 1
Enc(params, S) Let Z; = g%il. We will show shortly that we can compute all of
the necessary Z; from the X;. Pick a random t € Z, and compute the key

and header as
(2" -1)

K=W'=g%,, and

t(~v+ a(2"—1—u)
Hdr = (g; ) (Y H Z2n1u)t> = <g§ 5 gn(jl Zues )>

ues
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Dec(params, u, sky,, S, Hdr) Ifu ¢ S, output L. Otherwise, write Hdr = (Cy, Cy).
Also let Z!, = g,?‘u. We will shortly show that Z!, can be computed from the
X;. Compute

e(Z,,Ch)

K =
e(sky - HjES,j;éu Zon 1 jtu , CO)

If Cy, C1 are as above, notice that we can write K = 9y 4oy where

c=a" ’Y+Za -1 (ya™ + Z e A A P
Jes JES,j#u

as desired.

We need to show how to compute Z; and Zj’».

Claim. Let Z; = gg‘il and ZJ’- = g,f‘j. Let X; = g{‘({ﬂ) for i = 0,...,n. Then,
using group multiplications and paring operations on the X, it is possible to
compute:

— Z} for j € [1,2" — 2] of weight exactly /.
— Zyn_q_j for j € [1,2" — 2] of weight exactly (.
— Zon_1—j4qy for j,u € [1,2™ — 2], j # u of weight exactly £.

Proof. Let h(j) denote the Hamming weight of j. First, observe that we can
easily compute gh(]) for j € [2™ — 1] by paring together X; where the zth bit of j

n

is 1. This allows us to compute the Z]’-. We can also compute gn_zt, 7 for any
J of weight exactly £. Thus, we can pair with g¢—1 to get Zon_1_;.

Now we show how to compute Zan_1_jq,. 2" —1 — j, written as a bit string,
has Hamming weight n — £. Therefore, write 2" — 1 —j = >, ;. 2¢ for some
subset 7' C [0,n — 1] of size n — £. Similarly, write u = _,;; 2" for some subset
U C [0,n —1] of size £. Notice that U and T are only disjoint if 2" — 1 —j+u =
2" — 1, in which case j = u. Since we do not allow this case, there must be some
2 €[0,n —1] inside U and T. Then we can write

2 —1—jtru=| Y 2|+ 3 2t |42
i€eT\{:} ieU\ {2}
which is the sum of n 4+ ¢ — 1 powers of two. This means we can write

Zor1—jyu =€ ({Xi}ieT\{;} AXibieongy Xm)

which is the pairing of n + ¢ — 1 of the X;, as desired.
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Setting n and ¢. Suppose we want to handle A\-bit identities. We would map
those identities to bit strings of length n and weight ¢. Therefore, we need

A > log, (’Z)

A simple solution which minimizes n (and hence the number of elements in the
public parameters) is to set n = XA + [(loga A)/2] + 1 and ¢ = |n/2]|. How-
ever, for existing multilinear map constructions, the multilinearity itself is ex-
pensive, so we might try to minimize the total multilinearity n 4+ ¢ — 1. When
¢ = |n/2], the total multilinear is roughly 1.5(\ + (logy A)/2). However, set-
ting n & 1.042(A + (logy A)/2) and £ = 0.398(X + (log \)/2) gives us roughly 2*
identities with total multilinearity about 1.440(\ 4+ (log A)/2), slightly beating
the trivial construction. The following table gives the settings of n and ¢ which
minimize the total multilinearity for common identity lengths:

Length of identities (A\) n ¢ Total Multilinearity (n + ¢ — 1)

128 138 52 189
160 175 62 236
256 272103 374
512 545 200 744

Implementation. As with Construction 1, we must take advantage of the secrets
used to construct the multilinear map to compute the X;. We also need to re-
randomize the header components. This time, however, there are two groups
that need re-randomization terms: G, and G,_1. No other re-randomization
parameters are necessary.

4.1 The Multilinear Diffie-Hellman Exponent Assumption

We define the computational (n, £)-multilinear Diffie-Hellman Exponent ((n, £)-
MDHE) Problem as follows: Let params < Setup’(n + ¢ — 1). Choose random
a,t € Zy, and let X; = g{‘(m fori=0,...,n. Let V = gj. Given ({Xi}icio,n), V),

ta(z" )

the goal is to compute K = g%,
As before, we define the decisional version as the problem of distinguishing K
from a random element in Gy1p—1.

Definition 4. We say the decisional (n, £)-multilinear Diffie-Hellman Exponent
assumption holds for Setup’ if, for any polynomial n and probabilistic polynomial
time algorithm A, A has negligible advantage in solving the (n,f)-multilinear
Diffie-Hellman Fxponent problem.

This problem appears difficult for the same reasons as the n-HDHE assump-
tion from Section 3. Computing K = gffizil) requires pairing V = g} with a

term ggfl _1), which must in turn be computed from the X;. However, there is

no way to pair at most n — 1 of the X; to create the desired exponent 2™ — 1. In
the full version [BWZ14], we discuss the difficulty of the (n,¢)-MDHE problem
in the generic multilinear map model.
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4.2 Security of Our Construction

With our assumption defined, we can now state the security of our scheme:

Theorem 4. Let Setup’ be the setup algorithm for a multilinear, and suppose
that the decisional (n,€)-multilinear Diffie-Hellman Ezponent assumption holds
for Setup’. Then the scheme in Construction 3 is a secure identity-based broad-
cast encryption scheme.

Proof. Again, our proof follows BGW [BGWO05]. Suppose we have an adversary
A that breaks the security of the scheme. We use A to build an adversary B that
breaks the decisional MDHE problem for Setup’. B works as follows:

— B obtains a challenge tuple (params’, { X; }ic(o,n+1], V; K) where:
e params’ < Setup’(n + ¢ —1)

e X, = gf‘w) fori=0,...,n for a random o € Z,
V = g} for a random ¢ € Z,,

(2" —-1) . .
o K = gfﬁr@il or K is a random element in G, 4¢—1.

— B simulates A until A submits a subset S C [1,2™ — 2] of users that all have
Hamming weight £.
— B chooses a random 7 € Z,. It sets

Y =g,/ [] Zen1-s
u€sS

where the Z; are calculated from the X; as before. This amounts to setting

pAC p)
y=7r— g o}

uesS

Since r is uniform in Z, and independent of «, so is . B computes
W =e(Xo, X1, ., Xn_1,90-1)

Observe that W = gil}il.

— B gives a the public parameters (W, {X;}ic[o,n+1],Y)

— Now A is allowed to ask for private keys for users u ¢ S of Hamming weight
£. B computes

Sku = Z;‘/ H Z2"—1—j+u
JES,jFu

Observe that

u_ (2™ —1—j4u) _ 2n—1-5)) ,u )

ra Zjes « (r ZjES @ )O‘ Yo
k — — —

SKy = In—1 =9n-1 =9n-1

as desired.
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— When A asks for the challenge, B lets Hdr = (V, e(V, gn—1-¢)") and responds
with (Hdr, K). Observe that

(e 1m)

e(V,gn-1-1)" = 9251 =9n-1

which means (V, e(V, gn—1-¢)") is a valid header for the set S. Also, observe
2™ —1)

that if K = gfl‘i(efl , then K is the correct key for this header.
— When A returns a guess b for which K it is given, B returns b as its guess.

As shown above, B perfectly simulates the view of A in the broadcast en-
cryption security game. Therefore, B has the same advantage as A, which must
therefore be negligible, as desired.

5 Owur Third Construction

In this section, we give our third and final broadcast scheme. This scheme is based
on the basic broadcast scheme of Gentry and Waters [GW09], henceforth called
the GW scheme. Like the BGW scheme, the GW scheme has public keys consist-
ing of O(N) elements, where N is the number of users. Our idea is to, similar to
Constructions 1 and 3, run the GW scheme in the higher levels of a multilinear
map, and derive the public key elements from O(log N) low-level elements.

However, unlike the BGW public parameters, which are all derived from a
single scalar o« € Z,, each of the GW public key elements are derived from
a separate random scalar. Therefore, we cannot possibly hope to simulate the
GW public key elements exactly. Instead, we we generate them using a Naor-
Reingold-style PRF [NR97].

Also, unlike the BGW scheme, the secret keys in the GW scheme have O(N)
group elements. To make our scheme more efficient, and more importantly to
make our scheme identity-based, we need to shrink the secret keys to O(log N)
elements. To accomplish this, we observe that the secret key components are
actually some of the outputs of another Naor-Reingold-style PRF, and we can
allow the secret key holder to compute just those outputs by puncturing the
PRF, similar to Boneh and Waters [BW13].

We now present out scheme:

Construction 5. Let Setup’ be the setup algorithm for a multilinear map, where
groups have order p. Our final identity-based broadcast scheme consists of the
following algorithms:

Setup(n) Takes as input the length n of identities. Run the setup algorithm for
a multilinear map, Setup’, to construct an n + 1-linear map with parameters
params’. Draw a random o € Z,. Fori=0,...,n—1 and b= 0,1, draw random
Bib € Zyp. The public key is

pk = (params’, { X, = gf”’}z‘e[o,nq],be{o;}, W =g,:1)

For any user u € {0,1}", note that we can compute

" Bi,u;
Zu = g7ll—L71 = e(Xl,ul ) X2,u2> e aXn,u,,L)
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KeyGen(params, o, {8i s}, u) Pick a random ry € Z,. Let

Uou) =gi"
Ui(u) =X5 .= g;"’gi‘l_“i fori=1,....n

a+ry- "_ Bi,ui
Ul = gz = gt 1l
The secret key for user u is sky = {Ui(u)}ie[oynﬂ].

Observe that for v # u, we can compute Z,* by finding an i* where v;» =
1 — u;«, and computing

(u) _ Tubix o, HL;AL* Biv;
e(Xl,vla s aXi*—l,vi*_la UZ‘* aXi*+1,U71*+17 s 7Xn711n) = 9gn

Il
wll,_q Bivi
gn ' =Zy"

Enc(params, S) Choose a random t € Z,, and compute the key and header as

t
t n Bi,ui
K=W'=g, and Hdr= | g1, (H Zu) = (gi , gues Ll )

ues

where Zy are computed as above.
Dec(params, u, sky, S,Hdr) Ifu ¢ S, output L. Otherwise, write Hdr = (Cy, C1).
Compute
k= e(Ur(:-)l . HveS,v;ﬁu ZCU ) CO)
e(U(Su) ) Cl)

Observe that if (Co, C1) are as above, we can write k as gy, | where

c=(atra[[Biw+ D rallBiw) t—=ru- Y J]Bin)=at

veS,v#u veSs
as desired.

Correctness follows from the comments above.

Differences from GW. In the Gentry and Waters scheme [GW09], the Z,, are gen-
erated independently and given explicitly in the public parameters (as elements
of the source group G1). In our scheme, the Z, are generated pseudorandomly
by means of a Naor-Reingold PRF. Similarly, in the GW scheme, the Z» for
v # u are also given explicitly to user u. In our scheme, we note that the ZJ»
for fixed u actually form another Naor-Reignold PRF, which we puncture at the
point u to allow user u to compute the necessary values without learning Z7».
Our puncturing follows the puncturing used by Boneh and Waters [BW13].

Comparison to Constructions 1 and 3. Construction 5 has a couple advantages
and disadvantages over our previous schemes:
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Unlike the BGW-based schemes, there are no high-degree terms being gener-
ated. This means we do not need the secret parameters for the multilinear map
toset up our scheme. Therefore, we can use a map from some trusted third party.
We do, however, need to make sure re-randomization parameters are available
in the groups G; and G, to re-randomize the header elements. If we are using a
map that we did not set up, we also need to re-randomize the user secret keys.
To handle identities of length A, the total multilinearity of Construction 5 is
A + 1. Compare this to 2A and 1.440(A + (log, A)/2) from the previous con-
structions.

On the negative side, secret keys in Construction 5 consist of O(log N') group
elements, compared to the single element secret keys of the previous schemes.
For security, we unfortunately are unable to prove security relative to a
non-interactive assumption. In the original GW scheme, the security proof
involved manipulating the Z,, for u ¢ S. Since each of the Z,, are independent
in the GW scheme, this is achievable. For our scheme, however, the Z,
are generated from O(log N) parameters, meaning we cannot modify them
independently. Instead, in the full version [BWZ14], we opt to prove security
in the generic multilinear map model. We note, however, that we obtain a
better generic security theorem than is possible for Constructions 1 and 3.

Acknowledgments. This work is supported by NSF, DARPA, TARPA, and
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